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Section 1 
Introduction 
The purpose of the Interstellar Best Management Practices (DYAD BMP) contained in this booklet 
is to educate  starship crews on how-to best avoid, deter or delay piracy attacks in High Risk 
Areas of space, as identified by the UEE.  Experience and data collected by UEE Naval/Military 
forces and the Advocacy, shows that the application of the recommendations contained within 
this booklet can, and will make a significant difference in preventing a starship from becoming a 
victim of piracy. 

The potential consequences of not following DYAD BMP, as set out in this booklet, are severe.  
There have been instances of interstellar pirates subjecting their hostages to violence and other 
ill treatment.  (Note UEE Naval/Military forces often refer to a ‘pirated’ vessel rather than a 
‘hijacked’ vessel, but the meanings are synonymous). 

For the purposes of the DYAD BMP the term ‘piracy’ includes all acts of violence against 
starships, her crew and cargo.  This includes armed robbery and attempts to board and take 
control of the starship, wherever this may take place.  Interstellar pirates have sought to hijack a 
vessel, her cargo and crew and hold them until a ransom demand is paid; steal cargo; destroy 
equipment and/or the ship; and murder crewmembers. 

Not all Starship Protection Measures discussed in DYAD BMP may be applicable to every starship 
type. 

NOTHING IN THIS BOOKLET DETRACTS FROM THE MASTER’S OVERRIDING AUTHORITY TO PROTECT HIS 
CREW, STARSHIP AND CARGO. 

Section 2 
Interstellar pirate Activity – The Low Security/High 
Risk Areas (HRA) 
Almost all of space is sometimes deemed 
“low security space”.  Intrastellar transit 
requires single vector quantum travel often.  
In well populated and UEE/Planetary 
System secured space; only well-travelled 
“space lanes” between known jump points 
and points of interest are patrolled.  In all 
other areas the time to intervention after a 
distress signal or an incident report is 
received, includes the time to transmit the 
signal and response starships to plot their 
course and transit to the incident 
coordinates.  This can take between 15 and 
30 minutes in most “lawful” systems.  In “lawless” space, response time can be much longer, and 
in most likelihood the only assistance available will be a chance response from civilian 
mercenaries or search and rescue organizations.   Interstellar pirate attacks have taken place 
throughout known space, affecting all interstellar shipping and general transit.  In the last 200 
years, interstellar pirates have acquired a rapidly increasing number of large and powerful ships, 
space stations, and hidden asteroid bases.  These are used as ‘Motherships’ and forward 
outposts which enable interstellar pirates to operate at extreme ranges. 
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Interstellar pirate Activity: 
The level of interstellar pirate activity varies within the High Risk Areas due to changing transit 
patterns, jump point discoveries and collapse, and activity by UEE Naval/ Military forces as well 
as civilian mercenaries.  When piracy activity is reduced in one area of a High Risk Area it is likely 
to increase in another. 

A High Risk Area defines itself by an increase of localized interstellar pirate activity and/ or 
attacks.  An additional characteristic of DYAD BMP for High Risk Areas are AOI’s (Areas of 
Interest) identified by the UEE, System and Planetary Governments, as well as civilian Piracy 
warning networks.  Attacks have taken place at most boundaries of all High Risk Areas and often 
well outside of them. A high state of readiness and vigilance should be maintained even 
outside, but definitely when in proximity to the High Risk Areas. 

It is important that the latest information regarding the location of interstellar pirates operations is 
used when planning routes through High Risk Areas.  It is also important that space vessels are 
prepared to alter course with short notice to avoid interstellar pirate activity when information is 
provided by UEE NAV WARNINGS and/or UEE Naval/ Military/Advocacy officials.  It is 
recommended that the latest advice/updates be obtained from UEE Pirate Activity Alert 
Systems as well as civilian traveler alert networks on the level and latest location of interstellar 
pirate activity. (See details at Annex A). 

It is strongly recommended that DYAD BMP are applied throughout High Risk Areas. 

Section 3 
Risk Assessment 
Prior to transiting a High Risk Area, starship operators and Masters should carry out a thorough 
Risk Assessment to assess the likelihood  and  consequences  of  piracy  attacks to the interstellar 
vessel, based on the latest available information (see Annex A).  The output of this Risk 
Assessment should identify measures for prevention, mitigation and recovery, which will mean 
combining statutory regulations with supplementary measures to combat piracy.  It is important 
that the Risk Assessment is starship and voyage specific, and not generic. 

Factors to be considered in the Risk Assessment should include, but may not be limited to, the 
following: 

SpeeD: 
One of the most effective ways to escape an interstellar pirate attack, and should always be the 
first action attempted, is the use of speed to try and outrun the attackers and/or impede any 
boarding attempt.  

Starships are recommended to utilize their quantum drive or proceed at full Safe Space Speed, 
(350 m/s*) utilizing advanced flight suits and helmets, throughout their transit of a High Risk Area. 

It is very important to increase to maximum safe speed or spool up the quantum drive, if 
practical, immediately after identifying any suspicious vessel and as quickly as possible in order 
to try to increase the CPA (Closest Point of Approach) from any possible attackers and/or make 
the vessel more difficult to attack and board.  See Weapons and Equipment factor. 

Exterior Hull Breaches: 
It is likely that interstellar pirates will try to board the starship through an exposed airlock or newly 
formed hull breach. 
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Experience indicates that vessels with some form of visible sentry presence at airlocks or EVA 
outfitted guards at breaches, afford a much greater chance of surviving a piracy attempt, than 
those without. 

Airlock guards will not deter an interstellar pirate attack, but will definitely give the crew an 
advantage via an eyes-on assessment and time-critical updates of the boarding attempt, while 
also dealing a psychological handicap to the pirates attempting to board. 

A small crew without the ability to reinforce breachable areas of the hull will be highly vulnerable 
to access by interstellar pirates seeking to board, and thus further protective measures should be 
considered.  Immediately donning EVA suits, anti-grav boots, and weapons, will exponentially 
increase the crew’s survivability percentage. 

Weapons and Equipment: 
Interstellar vessels transiting a High Risk Area without on-board security, should maintain personal 
firearms nearby at all time.  Any on-board security should be notified of the ships ingress and 
egress of HRA’s.  The ships MAA (master-at-arms) should keep both, the ships Master and Starship 
Security Officer (if not the MAA himself), informed of each other’s orders and/or requests in 
preparation of, and during, the boarding action.  Starships should be equipped with defensive 
and/or offensive EMP emitters, as well as fully charging and/or restocking other countermeasures 
before leaving star-port. 

Once a vessel has made its intentions to attack or board a  starship clear, and  evasive 
maneuvers have been initiated, utilize all electronic and communications suites to maximize 
contact probability of any nearby ships/space stations of the starship’s location and dire need 
of assistance.  The Communications technician should perform a broad spectrum voice sweep, 
from the time of initial threat to abandon ship/all clear orders, requesting any nearby vessels to 
provide assistance and/or search and rescue.    

Crew/Passenger Safety: 
The primary consideration should be to ensure the safety of the crew, and any passengers.  Care 
should be taken, when formulating measures to prevent illegal boarding and external access to 
the accommodation, that all personnel will not be trapped inside and should be able to escape 
in the event of another type of emergency, such as, for example- fire, rapid loss of life-support, 
critical power plant failure, etc, or when so ordered. 

Careful consideration should be given to the location of a Safe Muster Point or Citadel and a 
clear COC (chain-of-command) of mustering responsibility.  All crew members and passengers 
should be briefed on this location and what is required of them during these procedures, prior to 
departing the spaceport.  

Consideration should also be given to the armed protection afforded to the crew who may be 
required to remain on the bridge during an interstellar pirate attack. 

Section 4 
Typical Interstellar pirate Attacks 
[AWAITING THE MOST RECENT RISK ASSESSMENT FROM SOURCES AND THE UEE TO BE INSERTED HERE] 

The majority of piracy attacks have been repelled by starship’s crew who have planned and 
trained in advance of the passage and applied the DYAD BMPs contained within this booklet. 
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Section 5: Company Planning 

Obtain the latest 
information from 
the UEE and 
Interstellar travel 
resources 

Great care should be taken in voyage planning in the High Risk Area. It is 
recommended that the latest advice/updates be obtained from UEE Pirate Activity 
Alert System as well as civilian traveler alert networks on the extent and latest location 
of interstellar pirate activity before planning and executing a voyage. 

Review the SSA 
and SSP 

Review the Starship Security Assessment (SSA) and implementation of the Starship 
Security Plan (SSP), to counter the piracy threat. 

Put SSP in place The Company Security Officer (CSO) is encouraged to ensure that a SSP is in place for 
a passage through a High Risk Area, and that this is exercised, briefed and discussed 
with the Master and the Starship Security Officer (SSO). 

Monitor piracy 
related networks 
and advisories for 
specific threats 

Ensure that starships are aware of any specific threats within High Risk Areas that have 
been promulgated by the UEE, Advocacy, System or planetary governments and 
civilian networks.  Additionally all UEE NAV WARNINGS should be monitored and 
acted upon as appropriate by the starship’s Master. 

Assistance to 
Master with 
regard to the 
recommended 
route 

Group Transits coordinated by civilian trade associations, group vessels together by 
speed for maximum protection.  Further details of Group Transit schemes including 
departure timings can be found at [*******TBD]. 

UEE Convoys.  UEE Naval/Military forces offer protected convoys through some space 
lanes.   Details of the convoy schedules may be found at [********TBD]. 

Plan and install 
Starship 
Protection 
Measures 

The provision of carefully planned and installed Starship Protection Measures prior to 
transiting a High Risk Area is very strongly recommended.  Suggested Starship 
Protection Measures are set out within this booklet.  It has been proven that the use of 
Starship Protection Measures significantly increases the prospects of a starship resisting 
an interstellar pirate attack. 

Conduct crew 
training 

Conduct crew training sessions (including Citadel Drills where required) prior to transits 
and debriefing sessions post transits. 
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Section 6: Starship Master’s planning 

 Prior to entry into a High Risk Area 

Brief crew and 
conduct drill 

Prior to entry into a High Risk Area it is recommended that the crew and any passengers 
should be fully briefed on the preparations and a drill conducted.  The plan should be 
reviewed and all personnel briefed on their duties, including familiarity with the alarm 
signifying a piracy attack, an abandon ship, all-clear and the appropriate response to each.  
The drill should also consider the following: 

Testing the vessel’s Starship Protection Measures, including testing of the security of all access 
points. 

The Starship Security Plan should be thoroughly reviewed. 

Prepare an 
Emergency 
Communication 
Plan 

Masters are advised to prepare an Emergency Communication Plan, to include all essential 
emergency contact access codes and prepared messages, which should be ready at hand 
or permanently displayed near all external communications stations.  (See list of Contacts at 
Annex A). 

Cargo Screening 
and Masking 

To deter pirate attacks Cargo shielding or false signature generators should be employed to 
mask the type or amount of cargo aboard the starship. 

 Transiting through the High Risk Area 

Reduce 
maintenance and 
engineering work 
to minimum 

Maintenance  and  engineering work in the High Risk Area – The following is recommended: 

Any work outside of the ship by repair drones or bots should not be conducted.  Taking the 
Quantum drive off line or otherwise reducing its spool-up speed is to be avoided. 

In general all Engine Room essential equipment is immediately available – no maintenance 
on essential equipment. 

Carefully review all 
warnings and 
information 

The Master (and Company) should appreciate that the voyage routing may need to be 
reviewed in light of updated information received. This information and warnings may be 
provided by a number of different means including UEE NAV WARNINGS and private 
organizational networks.  It is important that all warnings and information are carefully 
reviewed.  Instruct Communication Technician to contact company main office prior to 
ingress of any HRA’s.  Giving ETA and ETD of the HRA.  Follow-up communication will be 
made upon egress of HRA. 

 Entering the Interstellar Recommended Transit Corridor (IRTC) 

Use IRTC travel 
when possible. 

When Interstellar pirate activity engulfs and area of space around an IRTC, it is strongly 
recommended that starships navigate between Jump Points within the IRTC, where UEE 
Naval/Military and Advocacy patrols are concentrated. 

Make adjustments 
to passage plans 
to conform to 
advice. 

Starships may be asked to make adjustments to passage plans to conform to advice.   Any 
deviation from planned route should be immediately communicated to the main office. 

Avoid slowly approaching, or loitering, near any entry area for Jump Points. This type of 
action exponentially increases a starships vulnerability to an interstellar pirate attack. 

Some organizations offer independent convoy escorts through the IRTC where merchant 
vessels are escorted by a combat reinforced starships.  Starships joining convoys should 
rendezvous in a timely manner relevant to their vessels arrival at a convoy forming up point. 
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Section 7 
Starship Protection Measures 
Introduction 
The guidance within this section primarily focuses on preparations that might be within the 
capability of the starship’s crew, or with some external assistance. 

The guidance is based on experience of interstellar piracy attacks to date and may require 
amendment over time when they change their methods. 

The Starship Protection Measures described in DYAD BMP are the culmination of historical After 
Action Reports (AAR).  Analysis spanning decades of pirate attacks and what basic 
preparations, and actions, were found to be most effective.  Owners may wish to consider 
making further alterations to the vessel beyond the scope of this booklet, and/or provide 
additional equipment and/or manpower as a means of further reducing the risk of piracy 
attack.  Keeping in mind the most basic fact; if interstellar pirates are unable to board a starship 
they cannot hijack it. 

Electronic Counter Measures 
Prior to entering the High Risk Area, the starship should charge or make ready all shipboard ECM 
and ECCM available.  Special 
consideration should be made to utilize 
automatic, reactive, and positive 
feedback measures that will repel a first 
strike Electromagnetic Pulse (EMP) 
attack by a pirate. 

Watchkeeping and 
Enhanced Vigilance 
Prior to entering a High Risk Area, it is 
recommended that preparations are 
made to support the requirement for 
increased vigilance by: 

● Providing additional lookouts for each Watch that focus their efforts on rear airlocks, and 
ductwork that connects to external hull manifolds.  Physically looking out windows and 
portholes to inspect the hull and space around the starship should be conducted 
frequently.  Additional lookouts should be fully briefed. 

● Shortening the rotation of the Watch period in order to maximize alertness of the 
lookouts. 

● Ensuring that there are sufficient bio-signature and motion sensors connected to 
MobiGlas for all personnel. 

● All permanent ship personnel and trusted security contractors should be armed with 
personal firearms and personal shield generators.  They should be prepositioned 
strategically to be easily accessible. 

● Maintaining a careful observance on external enhanced sensors and radar.  Particular 
attention should be paid to electromagnetic anomalies. 

● Flight Suits with helmets, but with open visors, should be worn by all crew members with 
personal body armor. 
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Enhanced Bridge Protection 
The bridge is usually the focus for any interstellar pirate attack.  If they are able to board the 
vessel the interstellar pirates usually try to make for the bridge to enable them to take control. 
The following further protection enhancements might be considered: 

● Reinforcing bridge windows and portholes to prevent damage on starship classes that 
provide such shielding should be engaged while transiting in the High Risk Area. 

● Portable shield generators should be pre-positioned in strategic locations on the bridge 
ready to be powered on as soon as necessary. 

● Using portable Grav-Lifters, large and heavy crates may be brought to the bridge and 
pre-positioned near the main door/hatch(s). 

● Additional firearms and defensive equipment should be brought to and stored on the 
bridge in locked containers only accessible to the bridge crew. 

Control of Access to Bridge, Accommodation and 
Engineering Spaces 
It is very important to control access routes to deter or delay interstellar pirates who have 
managed to board a vessel and are trying to enter accommodation or engineering spaces.  It is 
very important to recognize that if interstellar pirates do gain access to the interior of a starship 
hull they will be tenacious in their efforts to gain access to the accommodation section and, in 
particular, the bridge.  It is strongly recommended that significant effort is expended prior to 
entry to the High Risk Area to deny the interstellar pirates access to the accommodation and the 
bridge. 

All doors and hatches providing access to the bridge, accommodation and engineering spaces 
should be properly secured (Lock-Down-Mode) to prevent them being opened by interstellar 
pirates.  Doors should be manually opened only. 

Careful consideration should be given to additional means of securing doors and hatches in 
order to afford the starship the maximum protection possible. 

Where the door or hatch is located on an escape route from a manned compartment, it is 
essential that it can be opened by a crewmember trying to exit by that route.  Where the door 
or hatch is locked it is essential that a manual override panel or lever is available, in a clearly 
visible position by the door or hatch.  If ship’s power is cut-off and the manual override panel will 
lose functionality, the door must have a lever crank. 

It is recommended that once doors and hatches are secured, a designated and limited number 
are used for routine access when required, their use being strictly controlled by the Starship 
Security Officer. 

Consideration should be given to blocking or lifting ladders to prevent their use, and to restrict 
external access near or to the bridge via airlocks. 

Interstellar pirates have been known to gain access through portholes and windows.  If 
unnecessary or not useful for visual inspection or navigation assistance, place large heavy 
objects in front of them with Grav-Lifts. 

Prior to entering a High Risk Area procedures for controlling access to accommodation, 
engineering spaces and store rooms should be set out and practiced. 

Physical Barriers 
Interstellar pirates typically use breaching charges and gravity explosives to board starhips 
underway.   Additional hull shielding and screening should be employed (if applicable to the 
class of ship) to deter a stealthy pirate ship from boarding covertly.  Physical barriers in 
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passageways and compartments that would likely be a point of entry should be used to make it 
as difficult as possible to gain access to vessels.  

Alarms 
Sounding the starship’s alarms/whistle serves to inform the vessel’s crew that a piracy attack has 
commenced and, importantly, demonstrates to any potential attacker that the starship is aware 
of the attack and is reacting to it.  If approached, continuous sounding of the vessel’s alarm 
system distracts the interstellar pirates and, as above, lets them know that they have been seen.  
It is important to ensure that: 

If possible the piracy alarm is distinctive to avoid confusion with other alarms, potentially leading 
to the personnel mustering at the wrong location outside the accommodation. 

Ensure crew members, and any passengers, are familiar with each alarm, including the signal 
warning of an attack, an all-clear and abandon ship, and the appropriate response to each. 

The inclusion of exercises and drills  prior to entering High Risk Areas will only serve to familiarize  
personnel with what is expected of each of them, while also giving them the confidence that 
they will react with precise and timely actions during the potential crisis.. 

Maneuvering Practice 
Practicing maneuvering the vessel prior to entry into the High Risk Area will be very beneficial 
and will ensure familiarity with the starship’s handling characteristics and how to effect anti-
piracy maneuvers while maintaining the best possible speed and/or engage/re-engage the 
quantum drive.  (Airlock docking collars cannot secure while moving even a little.) 

Hostile EVA operations to board can be foiled by maintaining a fast axis rotation to repel small 
gravity boots or prevent hand grips on hull structures.  If the ship is to lose engine power, a last 
ditch effort to disengage the navigation coupler and ITCS and enter a fast spin should be made.  
To prevent the pirate starship from arresting the spin and thus maximize this tactic, scanning for 
and destroying pirate starship tractor beam generators should be prioritized by the gunner at 
the onset of the attack. 

Exterior Starship Lighting 
It is recommended that the following lights are available and tested: 

Hull/landing/navigation lighting, consistent with UEE Regulations for Preventing Collision in Space 
lanes and spaceports. 

Searchlights for immediate use when required. 

It is, however, recommended that starships proceed without their navigation lights illuminated, 
and lighting described above extinguished.  Once interstellar pirates have been identified or an 
attack commences, illuminating the lighting described above demonstrates to the interstellar 
pirates that they have been observed. 

Deny Use of Starship’s Weapons, Tools, and Equipment 
Interstellar pirates generally board vessels with less equipment than would be optimal for the 
attack and minimal personal weaponry.  It is important to try to deny interstellar pirates the use 
of starship’s tools or equipment that may be used to gain entry into other sections of vessel.  
Weapons, tools, and equipment that may be of use to the interstellar pirates should be stored in 
a secure location. 
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Protection of Equipment Stored in the Cargo Bay or near 
Airlocks 
Consideration should be given to providing protection, in the form of portable shields and large 
crates near areas likely to be breached.  Conversely, gas bottles, munitions, combustible 
materials or containers of flammable liquids that must be stored in these locations should be 
shielded to prevent unintended explosive decompression of the space in the event of successful 
breaching by pirates. 

Safe Muster Points / Citadels 
Any decision to navigate in space where the vessel’s security may be threatened requires 
careful consideration and detailed planning to ensure the safety of the crew and vessel. 
Consideration should be given to establishing a Safe Muster Point or secure Citadel and an 
explanation of each follows: 

SAFE MUSTER POINT: 
A Safe Muster Point is a designated area chosen to provide maximum physical protection to the 
crew.  Each ship class has unique layouts and considerations should be made as such. 

In the event of a suspicious approach, members of the crew not required on the Bridge, in the 
Engine Room, for shipboard defense, or other essential functions will muster. 

A Safe Muster Point is a short-term safe haven, which will provide ballistic, explosive, and hull 
breach protection should the interstellar pirates commence firing on the starship. 

CITADEL 
The Citadel is a compartment of last resort that is expected to withstand any attempt at entry 
short of destruction of the compartment and all life within.  If the ship is lost, and unable to be 
piloted (or towed by the pirate vessel and there are no external escape pods available or likely 
to escape.  The crew may muster in the citadel in hopes of saving life.  In many cases, the Pirates 
will board and take all cargo and gear they wish and depart. 

The decision to utilize a citadel is that of the captain and crew.  In some cases, scuttling the ship 
or fighting until death may be a better alternative based on pirate activity, reputation, hostility 
and or apparent brutality.   
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Armed Private Interstellar Security Contractors 
The use, or not, of armed Private Interstellar Security Contractors onboard merchant starships is a 
matter for individual starship operators to decide following their own voyage risk assessment. This 
advice does not constitute a recommendation or condemnation, of the general use of armed 
Private Security Contractors. 

Subject to risk analysis, careful planning and agreements, the provision of [obviously external] 
Combat Starship Protection Escorts (CSPEs) deployed to protect vulnerable starships is the first 
recommended option when considering the use of internal or external armed security. 

If armed Private Interstellar Security Contractors are to be used they must be as an additional 
layer of protection and not as an alternative to the measures described in this DYAD BMP. 

If armed Private Interstellar Security Contractors are present on board an interstellar merchant 
vessel, ship security access control should be carefully reviewed.  Infiltration of many mercenary 
organizations has caused a problem with armed security being in league with pirates.  External 
communication devices and access by internal security contractors must be prevented.  
Significant background investigation of the firm and the specific contractors to be on board 
should be conducted prior to leaving space port/dock.  One new, but growing in increasing 
popularity, service consideration is Bonded Security Contractors.  These security contractors 
have been insured by a third-party via a “security deposit” until the end of a job.  Although 
these groups are more costly on average, the peace of mind afforded the merchant/company 
is worth it. 

Additional considerations for DYAD BMP on the use of Private Interstellar Security Contractors on 
board starships in High Risk Areas is included in Appendix 3. 

Section 8 
Interstellar Pirate Attack 
If the crew of a vessel 
suspects that it is coming 
under an interstellar 
pirate attack there are 
specific actions that are 
recommended to be 
taken during the 
approach stage and the 
attack stage. It should be 
noted that interstellar 
pirates generally do not 
initiate boarding 
procedures until the 
target vessel is 
completely un-
maneuverable, therefore any period up until this stage can be considered as ‘approach’, and 
gives a vessel valuable time in which to activate her defenses and make it clear that the vessel 
is prepared and will resist being boarded. 
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Approach Stage 
If a starship is engaged in Quantum travel and drops out due to the presence or interdiction of a 
pirate vessel, the captain should immediately initiate the starship’s pre-prepared emergency 
procedures.  Of which, some generally common steps are as follows:  

 Sound the emergency alarm and make an ‘Interstellar pirate Attack’ announcement in 
accordance with the Starship’s Emergency Plan. 

 Activate the Emergency Communication Plan.  Which should include: Sending a distress 
signal (regardless of likelihood of prevailing in the assault) to warn authorities and/or 
other starships of the risk and perhaps achieve assistance.   

 Immediately change heading and determine if the ability outrun and return to Quantum 
travel is able to be achieved. 

 If not already at full speed, increase to maximum safe speed to open the CPA.  Try to 
steer a straight course to maintain maximum speed. 

 If an EMP has been successfully deployed and Starship Systems are offline, begin efforts 
to get the engines and systems back online.  Utilize battery power to initiate critical 
emergency procedures according to the Starship Security Plan 

 Ensure that the starship Automatic Identification and Location System is switched ON. 
 All crew, except those required on the bridge in the engine room, and gunnery stations, 

should muster at the Safe Muster Point or Citadel if constructed, so that the crew are 
given as much ballistic protection as possible should the interstellar pirates get close 
enough to use hull breaching weapons. 

 Initiate the starship automatic lockdown protocol.  Ensure that all external doors and 
airlocks and, where possible, that internal public rooms and cabins are fully secured.  

 

*Of note, a properly prepared vessel will have several, if not all of these steps pre-assigned 
and delegated so they may be performed simultaneously where applicable* 

Where possible, alter course away from the approaching starship(s).  When galactic conditions 
allow, consider altering course to increase an approaching pirate’s exposure to harmful 
radiation, nebula gases, asteroids, or other hazards.  Additionally, as best as practical, align the 
ship’s heading to maximize the disparity of the signal to noise ratio and mask the ship to buy 
additional time to evade, escape, bring weapons systems to bear, and prepare in case of illegal 
boarding.  

Activate Electronic Counter Measures and ECCM as warranted by the situation.  Activate other 
appropriate self-defensive measures. 

In addition to the  emergency  alarms  and  announcements for the benefit of the vessel’s crew 
turn on exterior lights and beacons (so long as they do not negatively impact defensive 
measures) to demonstrate to any potential attacker that the starship is aware of the attack and 
is reacting to it. 

Attack stage 
Confirm that all starship personnel are at their assigned stations, strapped in seats, and wearing 
flight suits and/or battle armor as appropriate.  Non-essential crew should be in a position of 
safety (i.e., Citadel). 

If the starship is configured for aggressive actions, the Master should engage in combat 
appropriate to counter the attack. 
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When the starship is not well armed or has been rendered weaponless and as the interstellar 
pirates close in on the vessel, Masters should commence small alterations of helm whilst 
maintaining speed to deter launches and EVA assault teams from lying alongside the vessel in 
preparation for a boarding attempt. 

If the pirates successfully breach the hull and board the ship, defensive teams should repel 
boarders according to the starship security plan.  

Section 9 
If the Interstellar pirates take Control 
If the Master orders abandon ship, make for, enter, and eject the escape pods. 

If the decision has been made to fight to the death or scuttle the ship rather than be murdered, 
or taken hostage, the Master will so order and execute that protocol. 

If escape or surrender is ordered by the Master, remain calm. 

Before the interstellar pirates gain access to the bridge, inform UEE authorities via all transmission 
methods available.  Ensure that the SSAS has been activated, and ensure that the AILS is 
switched on. 

Offer no resistance to the interstellar pirates once they reach the bridge.  Once on the bridge 
the interstellar pirates are likely to be aggressive, well-armed, highly agitated, and possibly under 
the influence of performance enhancing drugs, so remaining calm and cooperating fully will 
greatly reduce the risk of harm. 

If the bridge/engine room is to be evacuated the main engine should be stopped and 
destroyed if possible (and if navigationally safe to do so).  All remaining crew members should 
proceed to the designated Safe Muster Point with their hands visible. 

Leave any monitoring or distress systems running. 
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ANNEX A 

Resources 
(To Be Released in Version 3.0) 

ANTI-PIRACY NETWORKS 
SHIP DISTRESS Channels 
BONDING services 
INSURANCE services  
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ANNEX B 

Piracy Definitions 
It is important to use common definitions and guidelines when reporting piracy attacks and 
suspicious activity because this will ensure: 

● Harmonized data assessment 
● Provision of consistent reporting 
● Harmonized intelligence gathering 

The following are the DYAD BMP Guidelines to assist in assessing what is a piracy attack and 
what suspicious activity is: 

A piracy attack may include, (but is not limited to), actions such as the following: 

● The use of violence against the starship or its personnel, or any attempt to use violence 
● Attempt(s) to board the vessel where the Master suspects the persons are interstellar 

pirates 
● An actual boarding whether successful in gaining control of the vessel or not 
● Attempts to overcome the Starship Protection Measures by the use of- 

o EVA 
o Tractor Beams 
o Launch spacecraft 

● Weapons deliberately used against the vessel.  (This includes engaging targeting sensors 
or locking weapons.) 

For the purposes of DYAD BMP the following definitions distinguish between the differing levels of 
interstellar pirate activity: 

Interstellar pirate Attack 
A piracy attack, as opposed to a suspicious/aggressive approach, is where a vessel has been 
subjected to an aggressive approach by AND weapons systems have been activated or 
weapons systems have been discharged. 

Hijack 
A hijack is where interstellar pirates have boarded and taken control of a vessel against the 
crew’s will. 

Illegal Boarding 
An illegal boarding is where interstellar pirates have boarded a vessel but HAVE NOT taken 
control.  Command remains with the Master.  The most obvious example of this is in preparation 
to steal cargo and/or in the case of a Citadel scenario. 
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Suspicious or Aggressive Approach 
Guidelines for defining suspicious activity: 

Action taken by another spacecraft may be deemed suspicious if any of the following 
occur (this list is not exhaustive): 

- A definite course alteration towards the starship associated with a rapid increase 
in speed, by the suspected craft that cannot be accounted for as normal activity 
in the circumstances prevailing in the area. 

- Continuous course altering that maintains, or closes the distance between 
vessels. 

- Starships cruising on the same course and speed for an uncommon period and 
distance, not in keeping with normal activities or other circumstances prevailing in 
the area. 

- Sudden changes in course towards the starship and aggressive behavior. 
- Raising shields or engaging prolonged invasive scanning beyond what is typical in 

interstellar transit. 
- Appearing suddenly in close proximity to the Starship having utilized stealth 

tactics to do so. 

Guidance Note: 
In helping to evaluate suspicious activity, the following may be of assistance to 
determine the nature of a suspect spacecraft: 

- The registration data of the spacecraft belongs to a known piracy group or 
belligerent organization. 

- The absence of identification data or markings of any kind. 
- The number of crew observed, indicated, or detected on board relative to its 

size. 
- The Closest Point of Approach (CPA). 
- The existence of unusual and non-conforming equipment relative to the class 

of the spacecraft. 
- If the spacecraft is armed in excess of the level commonly experienced in the 

area. 
- If weapons are fired in a “warning shot” manner. 
Other events, activity and spacecraft may be deemed suspicious by the Master 
of a merchant vessel having due regard to their own spacefaring experiences 
within High Risk Areas and information shared amongst the interstellar transit 
community.  The examples above are to be treated only as guidance and are 
not definitive or exhaustive. 

In addition to these indications and guidance, Annex D further describes 
the determination of Hostile Intent and application of force.  Generally 
Pirates do not conform to the norms of Interstellar space transit protocols, 
so this section should be considered first before the considerations in 
Annex D and its Appendices. 
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ANNEX C 
  

GUIDANCE TO STARSHIP OWNERS, STARSHIP OPERATORS AND STARSHIP MASTERS 
ON THE USE OF PRIVATELY CONTRACTED ARMED SECURITY PERSONNEL ABOARD 
STARSHIPS IN HIGH RISK AREAS 
Introduction  
  

The increased threat to commercial and civilian starships pirates has led to extended use of 
armed guards and a marked expansion in the number of firms offering armed maritime security 
services for ships transiting a High Risk Areas (HRAs). Shipping companies may find it difficult to 
identify reliable, professional private providers of armed security (PCASP) or “Mercenaries”.   

 The decision on the employment of PCASP on board starships is a complex one for a starship 
owner. The absence of comprehensive and uniform applicable regulations across the galaxy 
and within the UEE gives cause for concern.  This situation is further complicated by the rapid 
growth in the number of PCASPs and Mercenaries and doubts about the capabilities and 
maturity of some of these organizations. Significant competence and quality variations are 
present across the spectrum of contractors offering services.  

 The purpose of this guidance is to assist starship owners, starship operators and starship masters 
considering the use of contracted security on board ships to provide additional protection 
against piracy.   

 The use of PCASPs should not be considered as an alternative to DYAD’s Best Management 
Practices (BMP) and other protective measures.  Placing contracted armed guards and turret 
gunners aboard as a means to secure and protect the starship and its crew should only be 
considered after a risk assessment has been carried out. It is also important to involve the Master 
in the decision making process.  

  
  
Definitions  
  
High Risk Area:  an area of space with unusually frequent, bold, and hostile pirate activity as 
identified by the UEE, System and Planetary governments and private organizational networks.  

 Private Contracted Armed Security Providers (PCASP):  Private contractors employed to provide 
security personnel, on board for protection against piracy.  

 

Risk assessment  
Whether to use PCASP within the HRA is a decision for the individual shipowner after a thorough 
risk assessment and after ensuring all other practical means of self-protection have been 
employed.   

The risk assessment should include and document the following factors and considerations, prior 
to making the determination to take such actions:  

• Ship and crew security, safety and protection;  
• Whether all practical means of self-protection have been effectively implemented in 

advance;  
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• The potential misuse of firearms resulting in bodily injury or death;  
• The potential for unforeseen accidents;  
• The potential for PCASPs to infiltrate in coordination with Pirates;  
• The potential for escalation of the situation at hand; and  
• PSC selection criteria.  

  

As with any other type of contractor, it is important to undertake the usual due diligence, which 
normally includes investigation and enquiries in relation to:  

• Company structure and place of registration;   
• Company ownership;  
• Financial position;  
• Senior management experience;  
• Quality management indicators; and 
• Bonded or not bonded. 

 

PMSC background information  
To assess the capability of PMSC to carry out a proposed task, a thorough enquiry regarding the 
prospective PMSC should be undertaken, particularly in the absence of a robust certification 
scheme for PMSC.  

PMSC should be able to provide documentary evidence which may include:   

• Interstellar (as opposed to planet-based) experience;  
• Written procedures on management including team-leading skills, chain of authority, 

change in command, responsibilities in life saving;   
• Availability of written testimonials/references from previous clients in the interstellar transit 

industry;  
• Availability of documentary evidence that firearms are procured, stored, carried, used, 

transported, embarked and disembarked legally;   
• Understanding of the interstellar piracy threat including the military operations in the 

area, and the means to maintain current knowledge;  
• Understanding of piracy BMP and, in particular, ship protection measures; and 
• Willingness to be bonded. 

   

Selection and vetting of PMSC  
As the quality of the service delivery depends to a very great extent on the quality and 
experience of the individuals that make up the onboard PCASP team, the quality of the 
selection and vetting of that team is essential.  PMSC should demonstrate that they have 
verifiable, written internal policies and procedures for determining suitability of their employees.  

 PMSC should be able to provide documentary evidence which may include:   

• UEE Advocacy background/reputation checks;  
• History of employment checks;  
• Verifiable systems in place to ensure continued suitability for employment of their 

personnel; and  
• Documentary evidence of relevant experience. 
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Training of PCASP  
As the quality of professional training given to PCASP is of extreme importance, the starship 
owner should verify that the PMSC has adequate training procedures in place.  The records of 
that training should give confidence that the PCASP have been provided with appropriate 
knowledge and skills. 

PMSC should be able to provide documentary evidence which may include:  

• Comprehensive and detailed records of training, both initial and refresher training, 
available for inspection;  

• That PCASP have received, as a minimum, starship operations familiarization training, 
including communication protocols;   

• That personnel have been trained and qualified to documented company standards in 
the appropriate use of force following recognized principles/guidelines;  

• That personnel have been trained to operate the specific firearms and other security 
equipment that will be used on the ships on which they will be deployed; 

• That personnel have been given medical training to a recognized international standard; 
and  

• That personnel have been given appropriate training and/or briefing with specific 
reference to the ship type, where that ship will be operating.    

   

Service provision considerations  

Insurance  
Owners should verify that PMSC maintain insurance coverage for themselves, their personnel 
subject to UEE and insurance carrier requirements.  

Contract License Bond (CLB)  
Security Contractors unwilling to work with a CLB, should be highly avoided.   

Contractor license bonds protect the public, as they guarantee security contractors will perform 
according to their license, and can even guarantee the contractor’s work performance.  The 
bond guarantee varies by contractor, as each one has their own bond requirements, bond form 
language and explicit guarantees.  If a contractor does not fulfill the guarantee, their bond is 
forfeit. 

PCASP team size, composition and equipment  
• The size, composition and equipment of the proposed PCASP team should be carefully 

discussed and agreed as necessary by the ship-owner contracting with the PMSC.  
Factors for consideration may include:  

• Size of the PCASP team – this will be influenced by factors including: length of the 
estimated time of the starship transit, latest threat assessment, the agreed duties of the 
PCASP team (e.g. will they act as additional lookouts, assist with rigging self-protection 
measures, man ship gun turrets, fly combat launches?) and the size and type of ship and 
it’s defensive systems.  The analysis should indicate the minimum number of persons that 
should form the security team, taking into account the need for continuity of protection 
in the event of injury or illness;  

• Ship Life Support – the size of the PCASP team plus the crew should not exceed that of 
the Life Support System Rating; 
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• Composition – it is important that there is an appropriate hierarchy, experience and skill 
mix within the onboard PCASP team. The team leader should be competent in ship 
vulnerability and risk assessments and be able to advise on ship protection measures. It is 
recommended that one of the PCASP personnel be qualified as the team medic;  

• Equipment requirements – this will be influenced by factors including: length of the 
estimated time of the starship transit, latest threat assessment, the agreed duties of the 
PCASP team and the size and type of starship. Enhanced medical equipment is 
recommended; and  

• Firearms – the appropriate firearms package to be employed, in order to provide an 
accurate and graduated level of deterrence and defense.    

Command and control  
A starship owner/operator when entering into a contract with a PMSC should ensure that the 
command and control structure linking the ship operator, the master, the ship's officers and the 
PCASP team leader has been clearly defined and documented.  

Further, prior to boarding the PCASP, the starship owner should ensure that the master and crew 
are briefed and exercises are planned and conducted so that all the roles and responsibilities 
are understood by all personnel on board prior to entering the HRA.  

In order to provide the required clarity, the documented command and control structure should 
provide:  

• A clear statement recognizing that at all times the Master remains in command and 
retains the overriding authority on board, and an agreed procedure in the event of the 
Master being unavailable;   

• A clearly documented set of ship and star-voyage-specific governance procedures, 
covering procedures for the conduct of exercises and real incidents;  

• A documented list of duties, expected conduct, behavior and documentation of PCASP 
actions on board; and  

• Transparent two-way information flow and recognizable coordination and cooperation 
between the starship owner, charterer, PCASP, PMSC and the ship's master, officers and 
crew throughout interstellar deployment. 

 

Factors to determine such success may include:  

• Providing regular updated intelligence-based threat assessments throughout the 
contracted period on board, and utilizing this information to offer suggestions as to the 
ship's proposed routing, amending same if required, and under the ship's contractual 
arrangements;  

• Monitoring the daily activities of the onboard PCASP team;  
• Having a 24-hour emergency response and a contingency plan in place covering all 

foreseeable actions; and  
• Providing feedback on crew training and ship hardening requirements based upon 

reports received from their onboard PCASP team.   

  

Management of firearms and ammunition from 
embarkation to disembarkation  
An essential requirement of the PCASP team will be to demonstrate responsible management 
and use of weapons and ammunition at all times when on board.   
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Issues to be considered should include:  

• Documented compliance with UEE, System and Planetary governments governing the 
transport, carriage, storage, provision and use of firearms, ammunition and security 
equipment to and from the points of embarkation and disembarkation or 
spaceports/planets at which the starship may call as part of its intended voyage while 
the PCASP team is on board.  PCASP should be able to prove that actual inventory 
carried matches all documented declarations and licenses;  

• Appropriate containers for firearms, ammunition and security equipment at the point of 
transfer to and from the ship, in full legal compliance with starport and government 
regulations;  

• Documented standards and procedures for a complete inventory of all firearms, 
ammunition and security equipment available upon arrival aboard the ship; 

• Effective control procedures for separate and secure onboard stowage and 
deployment of firearms, ammunition and security equipment;  

• Areas where firearms may or may not be carried, together with the weapon state (e.g. 
unloaded and magazine off, magazine on and safety catch on and no round 
chambered) and what conditions will initiate a change in that state should be 
confirmed;   

• Detailed and exercised orders for when firearms may be loaded and made ready for use 
should be confirmed, trained and documented during certain periods as listed in the 
PCASP contract, to ensure the highest of safety and operational capabilities for use of 
firearms aboard the ship; and  

• The inventory should be reconciled on disembarkation of all firearms and ammunition 
from the starship. 

  

Rules for the use of force  
It is essential that all PCASP have a complete understanding of the rules for the use of force as 
agreed between starship owner, PMSC and master and fully comply with them.  PCASP should 
be fully aware that their role in regard to the above is exclusively for the protection of life of 
persons on board and the ship from armed pirate attacks.  PMSC should provide a detailed 
graduated response plan to a pirate attack as part of their teams' operational procedures.  

PMSC should require their personnel to take all reasonable steps to avoid the use of force. If 
force is used, it should be in a manner consistent with applicable UEE law.  In no case should the 
use of force exceed what is strictly necessary and reasonable in the circumstances.  Care should 
be taken to minimize damage and injury and preserve human and alien lifeforms.  

PMSC should require that their personnel not use firearms against lifeforms except in self-defense 
or defense of others.  

Familiarization for master and the crew  
Ship-owners and ship operators should ensure that the master and the crew receive 
familiarization in relation to this guidance.  
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ANNEX D 

RULES OF ENGAGEMENT AND SELF 
DEFENSE 
Across Interstellar Space, there are many views, customs, policies, rules, laws, and practices 
when it comes to Rules of Engagement (ROE) and Self Defense.  For the benefit of our clients, 
DYAD offers these considerations.  Starship Masters and owners should consult with specific 
regulations in the systems and space they operate, but in the absence of clear guidance, these 
standards and definitions may aid a captain to make the best choice possible in challenging 
circumstances.  For the benefit of knowledge some discussion regarding ROE is included; 
however, ROE is primarily a military and law enforcement distinction and most civilian interstellar 
operators need only be concerned directly with Self-Defense.  The nature of space is such that 
mercenaries and any interstellar traveler may find themselves in close proximity to, if not 
entwined in, interstellar conflict scenarios, and to that end the guidance on ROE is also 
presented in brief format. 

Self-Defense  
Categories of Self-Defense 
Interstellar law and the planetary laws of all races and species recognize a right of self-defense, 
which is the use of force to defend against attack or imminent attack.  Self-defense is available 
in all situations, including armed conflict.  System and Planetary laws differ on the definition and 
content of the right of self-defense.  As a consequence, individuals and starships will exercise this 
right in accordance with their respective government/flag authority law.  For some systems and 
planets, self-defense is not governed by ROE.  For some systems and planets, the terms “hostile 
act” and “hostile intent” are related to military mission-accomplishment, rather than self-
defense.  DYAD ISA has adopted the rational view as the more generally accepted view, while 
recognizing that systems and planets may have different approaches.  In any event, this 
guidance is intended for use by all interstellar travelers where their own regulations are not clear 
or require additional considerations.  For the purposes of this section, the right of self-defense is 
considered on four levels.    

1. Individual self-defense. This refers to the right of an individual to defend himself or herself 
(and in some cases other individuals) from an attack or imminent attack.  

2. Fleet self-defense. Fleet commanders have the right to defend their fleet and other 
starships from their species’ political alignment in the face of an attack or imminent 
attack.  For some systems and planets, the concept of fleet self-defense is both a right 
and an obligation; whereas for others the concept is only a right.  Some systems and 
planets permit the right of fleet self-defense to be limited by orders from higher authority.  
Fleet self-defense may be extended to units and individuals from other organizations 
when authorized by the applicable ROE.  

3. Protection of Others.  This refers to the right to defend specified persons (who are not part 
of the Fleet) against an attack or imminent attack.  For some systems and planets, the 
right of individual self-defense or fleet self-defense may not include the right to use force 
to defend another systems’, planets’ or organizations’ citizens.  

4. Interstellar Species self-defense.  The right of a System or Planetary government to 
defend itself against armed attack, and for most species government, the threat of 
imminent armed attack.  Decisions on whether or not Interstellar Species self-defense will 
be invoked are retained at the highest levels of governmental or executive authority.  
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Hostile Act and Hostile Intent 
For the purposes of this guidance, the right to use force in self-defense arises in response to a 
hostile act (attack) and/or demonstrated hostile intent (threat of imminent attack).  

Defining Hostile Intent  
Hostile intent is the threat of the imminent use of force.  A determination of hostile intent is based 
on the existence of an identifiable threat recognizable on the basis of both of the following 
conditions:   

 CAPABILITY   
 INTENTION 

The right to use force in self-defense arises either when a starship has been attacked and/or 
when there is demonstrated hostile intent.  Demonstrated hostile intent exists when there is a 
reasonable belief that an attack or use of force is imminent, based on an assessment of all the 
facts and circumstances known at the time.  

Ascertaining Hostile Intent 
In determining whether an entity is demonstrating hostile intent, starship captains will use their 
best judgment and consider available intelligence, political and military/law enforcement 
factors, indications and warnings, and all other relevant information concerning the capabilities 
of possible threats in the interstellar area of operations.    

Indicators of Hostile Intent 
There is no checklist of indicators that will conclusively determine hostile intent.  The following are 
examples of actions that may, depending on the circumstances, demonstrate hostile intent:  

• Illuminating with fire radar, laser, or Electro-Magnetic designators  
o Engaging other offensive Ship Systems and Sensors 
o Engaging illegal invasive internal sensors/scanners  

• Aiming or directing weapons, especially turrets or gimbals.   
• Adopting an attack profile  
• Closing within weapon release range, especially when seeming illogical  
• Passing targeting information 
• Laying or preparing to lay space mines    
• Failing to respond to the proactive measures listed below:  

Proactive Measures that may assist in ascertaining Hostile Intent 
In addition to the above indicators of hostile intent, time, circumstances, and risk permitting, 
starship captains should take proactive measures to assist in determining the intent of an 
opposing entity, including, but not limited to:  

• Verbal query 
• Verbal warning  
• Visual signals   
• Tractor or physical barriers  
• Changing course and speed to determine if continuing to maintain an attack profile 
• Illuminating with fire control radar/sensors and raising/reinforcing facing shields 
• Firing warning shots 

Use of Force in Self-Defense 
Subject to any limitations promulgated in ROE, all necessary and proportional means and 
actions may be used in self-defense.  Where time and operational circumstances permit, 
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interstellar starships should warn the threatening entity in order to give it an opportunity to 
withdraw or cease its threatening actions.  Interstellar Starships are permitted to use force in self-
defense only if non-forceful alternatives to prevent or deter the attack or imminent attack:  

 Have been exhausted;   
 Are unavailable; or   
 Are deemed insufficient to defend spacecraft in those circumstances.    

The use of force is generally authorized so long as the hostile act or hostile intent continues.  The 
use of force must be proportional, which means that the nature, duration, and scope of force 
used should not exceed what is required.  (Note: The concept of “proportionality” in self-defense 
should not be confused with the concept of “proportionality” in interstellar armed conflict, which 
is related to attempts to minimize collateral damage.)  

Pursuit 
Self-defense, fleet self-defense, protection of others, and national self-defense include the 
authority to pursue and engage starships that continue to demonstrate hostile intent.  ROE may 
limit the extent to which pursuit is authorized, depending upon interstellar operational and 
political situation in a particular region of space.  Pursuit in self-defense should be distinguished 
from “hot pursuit,” which, for the purposes of this guidance, is a measure that applies only in a 
interstellar law enforcement (UEE) context and is defined in customary interstellar law.  

Relationship between Self-Defense and Operational Accomplishment ROE 
Individuals and fleets have the right to defend against attack and imminent attack.  As a 
general rule, ROE issued for an interstellar operation (E.G. Multi-Species Mining Operation) do not 
limit this right.  Because interstellar laws and policies differ, there will not always be consistency in 
a multi-species interstellar operation as to when the right to use force in self-defense ends and 
the use of force for operational accomplishment begins.  Inconsistencies should be clarified in 
the planning process.  

The Use of Force during Interstellar Operations 
Broadly speaking, during interstellar peacetime, the use of force is permitted in self-defense, in 
the exercise of law enforcement authority, and to accomplish operations or missions specifically 
authorized by a higher system or planetary authority or other governing body, such as the UEE.    

It is universally recognized that individuals and units have a right to defend themselves against 
attack or imminent attack.  Nevertheless, system and planetary laws and policies differ with 
respect to the application of self-defense to interstellar operations.  For example, some species 
permit fleet commanders to restrict the exercise of the right of individual self-defense and/or unit 
self-defense, while others do not.  

Where the use of force is not justified by self-defense, but is nonetheless necessary for 
accomplishment of an assigned interstellar military or law enforcement mission, reasonable force 
may be exercised within the constraints of the relevant system, planetary or interstellar law 
relevant to what is deemed critical to mission accomplishment.    

Deadly force can be used against persons posing an imminent threat to life.  Interstellar races’ 
and species’ views on other circumstances in which deadly force is permitted vary widely 
among systems and planets.  

During armed conflict, and in addition to self-defense, starship captains and fleet commanders 
may be authorized to engage an enemy in accordance with interstellar laws of armed conflict 
(ILOAC).     
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The extent to which different aspects of ILOAC might apply depends in the first instance on 
whether a conflict is an interstellar or intra-system/species armed conflict.  Generally, the 
political leadership of a species or star system determines the characterization of an armed 
conflict to be applied by its armed forces.  This characterization is based on a legal analysis of 
the factual situation.  When planning commercial interstellar operations, Organizations; starship 
owners and captains; and fleet commanders, and their legal advisors need to be aware of how 
interstellar species and governments characterize the conflict, as those characterizations will 
affect which ILOAC framework may be applied across interstellar space in the region(s) 
affected.  

In interstellar armed conflicts situations, only combatants and civilians directly participating in 
hostilities and military objectives may be the object of attack.  In Intra-system/species armed 
conflicts situations, only fighters and civilians directly participating in hostilities and military 
objectives may be the object of attack.  

Civilian and merchant interstellar operators should understand that generally ROE language 
reflects a number of recurring ILOAC rules and principles concerning the use of force:  

• Military necessity - the requirement whereby a belligerent has the right to apply any 
measures that are required to bring about the successful conclusion of a military 
operation and which are not forbidden by ILOAC.  

• Distinction - the requirement to distinguish between the civilian  
• Population and combatants and between civilian objects and military objectives and to 

direct operations only against combatants and military objectives.  
• Proportionality - the prohibition of an attack that may be expected to cause incidental 

loss of civilian life, injury to civilians, damage to civilian objects, or a combination thereof, 
which would be excessive in relation to the concrete and direct military advantage 
anticipated.  

• Humanity - the prohibition of the infliction of suffering, injury or destruction not actually 
necessary for the accomplishment of legitimate military purposes.  

• Precaution - in the conduct of military operations, constant care shall be taken to spare 
the civilian population, civilians and civilian objects.  

• Weapon prohibitions - the prohibition of weapons that cause superfluous injury or 
unnecessary suffering.  

Detailed discussion of ILOAC is beyond the scope of this ROE Handbook. 

Specific Interstellar Space Operations 
Considerations  
The distinctive feature of interstellar space is that it includes areas subject to the territorial 
sovereignty of interstellar races and species (star-system bounded space, planetary orbits, etc.) 
and areas not subject to the territorial sovereignty of any nation (interstellar space outside of 
orbits).   

ROE Considerations  
The space where operations are to take place and the legal regime that applies, including 
interstellar navigation rights, the duties and rights of the system and planetary governments, and 
the rights and duties of neutrals or other nonparticipants.  

The legal basis for the operation, including any specific legal authority for conducting operations 
in interstellar or intra-system space or for conducting interstellar interdiction operations.  

The principle of sovereign immunity.  
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Applicable ROE  
When travelling through Interstellar Space, operators should familiarize themselves with the 
nature and political situation in the region of space they transit.  The following ROE which may 
directly affect the starship and her crew should be considered: 

• Prevention of Interference with Interstellar Starships  
• Warning Shots 
• Disabling Fire  
• Search and Detention of Persons  
• Neutrals 
• Inspection, Seizure and Destruction of Property  
• Interstellar Positioning of Force Units and Cross-Border Incursions  
• Diversions 
• Zones  
• Harassment  
• Sensors and Illumination  
• Interstellar Law Enforcement  
• Stealth Contacts  
• Space Mines  
• Boardings  
• Suppression of Piracy 

Appendix 1 to Annex D 
REQUESTS FOR IDENTIFICATION AND WARNINGS  

  
Where time and circumstances permit, forces or individuals presenting a threat should be 
warned and given the opportunity to withdraw or otherwise cease threatening actions.  This 
appendix provides sample language for use in issuing such warnings.  

Failure to respond to warnings may be considered as evidence of hostile intent.  

 In the interstellar space environments, requests for identification and warnings are generally 
communicated via Interstellar Space Channel (ISC).  

• Query: “Attention, unidentified spacecraft contact (at SPECIFY position and IFF 
squawking Starship Registry/call sign number___), at (SPECIFY relative bearing), you are 
approaching a (SPECIFY system/planetary government) (SPECIFY spacecraft type).  
Request you establish communications, identify yourself, and state your intentions.”  

• Warning: “Unidentified spacecraft contact (at SPECIFY position and IFF squawking 
Starship Registry/call sign number___), at (SPECIFY relative bearing), (SPECIFY course), 
and (SPECIFY) speed, you are approaching a (SPECIFY spacecraft type).  Your (identity is 
unknown and/or your) intentions are not clear.  You are standing into danger.  Request 
you establish communications now or alter course immediately to (SPECIFY course) to 
remain clear.  
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Appendix 2 to Annex D  
RESPONSES TO QUERIES, WARNINGS, AND CHALLENGES AT 
SEA  
This Appendix provides sample responses to queries or challenges received by starships in the 
interstellar space environment.  

As a general rule, interstellar starships are permitted to provide limited information in response to 
challenges or queries from alien or extraneous spacecraft.  Spacecraft class, hull or side number 
or name, and course and speed are usually provided.  Spacecraft type, name (if not visible on 
hull), previous ports of call, destination, current operations, and other information not related to 
the safe transit of the unit are not usually provided.  
  
Suggested language for a response to a challenge:  

  
• First part of the response should include “This is (SPECIFY registration) spacecraft (SPECIFY 

class and number/name [if also visible on hull]) travelling at (SPECIFY speed).”  
 

• Second part of the response depends on the location and transit mode of the 
spacecraft. Options include:  

o “I am conducting routine operations in interstellar space.”  
o “I am engaged in innocent passage.”  
o “I am engaged in transit passage.”  
o “I am engaged in interstellar space lanes passage.”  

If asked for information not required for disclosure, the following response is suggested: “This is 
(SPECIFY registration) spacecraft (SPECIFY class and number/name [if also visible on hull]) 
travelling at (SPECIFY speed). I am not authorized to provide that information.
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