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Creating a Safe World 
 

Risks Incorporated is a progressive, European - owned and managed specialist security and training 
company that has proven itself many times on international operations. We have compiled this document 
to help people identify potential problems they may encounter and to take preventive action to protect 
themselves, their families, and their assets.   
 
Risks Incorporated's clients can be assured they are getting the best training and services available from 
experienced professionals! I personally have over 27 years experience working in the international 
security industry, what we teach is based on reality, not what someone with no real operational 
experience thinks would work in a hostile situation.  I am a published author and have been interviewed 
by numerous international TV and media outlets ranging from the New York Times to Soldier of Fortune 
Magazine on topics ranging from kidnapping, organized crime to maritime piracy.  My books 
“International Security” & “Life or Death” are avalible on Amazon. 
 
Contact us for more information on our training courses in US, Europe & The Middles or about out 
international security services. 
 
Stay Safe, 
 
Orlando Wilson 
Risks Incorporated 
 
“Stay Low & Keep Moving” 
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Active Shooter Response  
 

Remember! 
Moving targets are harder to shoot than stationary targets! 

Smaller targets are harder to shoot than the large target! 
 
When I ask my students what is the most important thing they must do in a hostile incident, most reply 
that they should simply shoot the bad guys, get access to their weapons, shoot for the head, carry a big 
gun and so on.  The answer I am looking for is not to get shot by the terrorists! 
 
You should first of all work out a plan of action that you will take in the case of an active shooter or terrorist 
attack.  Do this for your home, business and for when you are out and about in public. Things that need 
to be considered are means communication, safe areas, when to fight and when to flee and so forth. 
Planning is what sorts the professionals from the amateurs, if you plan how to deal with a hostile situation 
if it happens, you’ll know what to and how to react to it and not be confused and panic! 
 
Plan your reaction to being shot at! 
 
As I just mentioned, you NEED to put together a plan of action on how you will react to a shooting or a 
hostile incident. Over the years I have spoken to many security contractors, police and former non-British 
military personnel and find it amazing that when talking about their reaction fire drills most just say they 
would draw their weapon, if they have one and return fire…  That’s ok if you have a gun or are on a gun 
range but you need to take a few other things into consideration if someone is shooting at you! 
 
This is an adaptation of the British Army individual reaction to fire drill. Some of this may apply to you and 
some might not- use this as a basic format. If you are serious about your security, you must put together 
a plan that is specifically designed for your personal situation and then practice it until it is second nature. 
 

 Preparation: If you have a gun it must be clean, serviceable and well-oiled. Ammunition must be 
of good quality, clean and your magazines full. You must be properly trained and ready to deal 
with the incident. 

 Reacting to fire: The immediate reaction at close quarters is to identify the threat, move to cover 
as you are deploying your weapon, if you have one and returning fire. If you are being shot at 
from a distance or do not know where the shots are coming from, you should: 

 Dash- a moving target is harder to hit than a stationary target. 

 Down- keep low and present a smaller target. 

 Cover- Get into cover from fire. 

 Locate- Observe where the threat is. 

 Return fire- if you have a firearm. 

 Winning the fire-fight, if you have a firearm: As soon as the threat has been firmly located, you 
must bring down sufficient accurate fire on the terrorist to incapacitate them or force them into 
cover so you can extract yourself from the situation. 

 Re-organizing: As soon as you have incapacitated the terrorist or are in a safe area, you must 
reorganize yourself as quickly as possible in order to be ready for other possible threats. You need 
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to re-load your firearm if you have one, make sure that you or anyone with you is not injured and 
inform law enforcement and emergency services immediately. 

 
Moving targets are harder to shoot than stationary targets. It’s a fact, it’s harder to shoot a target that is 
moving than one that is stationary. So, if someone is shooting at you, do not stand still, run. Smaller targets 
are harder to shoot than large targets! If there is no cover for you, make yourself a smaller target and 
drop to a kneeling position. I do not recommend prone position, as it takes too much time for most people 
to stand up. From a kneeling position, you can quickly run and get to cover. 
 
Use of cover 
 
This is a very important and basic subject! In your home, business or when you are walking around, you 
should always be looking out for positions that you could use for cover in the event of a shooting incident. 
There are two types of cover: 1.) Cover from view 2.) Cover from fire (bullets and shrapnel), you always 
want to locate the latter. You also may want to consider which type of rounds the cover will stop. A table 
might be able to stop a .32 fired from a handgun, but a 7.62X39mm fired from an AK-47 would go through 
both the table and you. Also consider will you want to be able to shoot through the cover, such as at a 
criminal in your house through dry wall etc. 
 
 
Cover from view includes: 

 Cardboard boxes and empty rubbish bins 

 Bushes 

 Thin walls and fences 

 Thin tabletops 

 Doors 

 Shadows 
 
Cover from fire (depending on the firearm used): 

 Thick tabletops 

 Heavy furniture 

 Stone and concrete walls 

 Dead ground 

 Thick trees 

 Various areas of a car 

 Curb stones 
 
One of the best-publicized examples of good use of cover happened in St. Petersburg, Russia on February 
26, 1996. At 4:25 pm, two mafia gunmen in long coats entered a fashionable café. Under their coats, each 
man had a AKS-74. They were there to kill an opposing mafia boss, who was in the cafe with his two off 
duty police bodyguards. The mafia gunmen fired 60 rounds at close quarters from the AKS-74s and killed 
both the police bodyguards. The criminal boss tipped over a thick marble table he was sitting at and hid 
behind it; although wounded he was well enough to walk out the cafe making phone calls, after the 
gunmen had escaped. A Scottish lawyer was killed; he was just sitting drinking coffee in the café when he 
was hit by three stray bullets. The attack took about 40 seconds from the gunmen entering to leaving the 
café. The Scottish lawyer was in the wrong place at the wrong time. 
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When you get into cover, you should always try to have an escape route and try not to get pinned down. 
When using cover as a shield, always keep low and fire or look around cover- not over it. When you are in 
cover and need to move, first select the next piece of cover that you will move to and move fast and keep 
low. Keep the distances between cover positions short. When you get behind the cover, assess your 
situation, where the threat is, etc. Keep moving this way until you are out of danger. 
 
Remember! 

 Always looking for and make maximum use of available cover and concealment. 

 Avoid firing or looking over cover; when possible, fire or look around it. 

 Avoid silhouetting yourself against light-colored buildings, backgrounds and lights. 

 Always carefully select a new piece of cover before leaving the cover your in. 

 Make sure you always have an escape route planned. 

 Avoid setting patterns in your movement, for example, shooting or looking from the same position 
at the same level. 

 Keep exposure time to a minimum; don’t look over or around cover for an extended period of 
time. 

 Always look up and behind you remember that positions which provide cover at ground level may 
not provide cover on higher floors. 

 
Camouflage yourself 
 
It makes me laugh when I see a lot of SWAT Teams and PSD guys wearing Tactical Black and other colors 
that look cool but do nothing bit make them stand out. In reality black is one of the worse colors to wear, 
what is black in nature, look around you now and what in your surroundings are black? I expect very little… 
In urban areas most walls are white, gray or cream… Light colors! The colors you wear should blend in 
with your background whether its day or night. Evan at night dark cloths stand out when moving past light 
backgrounds. In the country or bush when moving through low bushes or fields the silhouettes of people 
in dark colors are easy to see at a distance… 
 
Moving Through a Building 
 
If you have to evacuate your home or business, for whatever reason, it should be done quickly, quietly 
and with the minimum of fuss. You should also have already worked out your escape routes and exits. If 
there is an incident, get as much information as possible to what the threat is, where and what the threat 
is. I recommend you never use obvious evacuation routes and exits, the criminals or terrorists could have 
blocked, booby trapped, ambushed or manned them. 
 
If you have to walk down corridors keep low and move fast, do not walk down the center and do not walk 
next to the walls. Stay a couple of feet off the walls to avoid being hit by any ricochets and wall fragments 
if you come under fire. Doorways and frames can make good cover, even in an apparently empty corridor 
look for things that could be used as cover. Remember to continuously check behind you, and if you must 
stop, do not stand up, stay in a kneeling position. Always be aware of where you are casting shadows, you 
do not want this to give away your position, such as before you go around a corner. You should always 
keep staggered spacing from anyone who is with you; you do not want to bunch up. Remember; one bullet 
can go through two people; large group of people make an easier target than a lone individual. Also if you 
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are dealing with criminals or terrorists who are using improvised pipe bombs or hand grenades, one of 
these devices could take out your whole group if you are close together. 
 
Going through doorways is very dangerous, especially if the room or area on the other side could contain 
a criminal or terrorist. If you must go through a doorway, try to determine if there are any threats on the 
other side before you enter. Use your senses of smell and hearing, in addition to sight; take a quick look 
into to room at a low level before entering. If you have to open a door, do so quickly, quietly and then 
back away from the door and listen. You want to back away from the door because if there is a terrorist 
in the room they will be shooting at the now opened door or moving if startled. Also consider if the wall 
around the door could stop a bullet; the criminal or terrorist could shoot through the wall and hit you, 
especially if they are armed with hunting or assault rifles. When you go through a doorway, again keep 
low and move fast, check the corners, when though the door move away from it and get behind cover. 
 
You must keep a cool head as you might not be the only person evacuating the building. When you are 
clear of the building, get out of the area and summon support and law enforcement, ASAP. 
 
Remember! 

 Never use obvious escape routes. 

 Use your senses of smell and hearing not just sight! 

 Move quietly, cautiously and quickly. 

 Corridors are areas of extreme danger- avoid whenever possible. 

 If you need to use a corridor, NEVER walk down the center stay a couple of feet off the wall. 

 If you must walk past an open door keep low and move fast. 

 Always check around corners before you go around them and expose yourself. 

 Continuously check behind you. 

 If you must stop do not stand up, stay in a kneeling position. 

 Avoid offering a silhouette for your opposition to shoot at. 

 Lights behind you should be extinguished. 

 Always keep a space between you and others; one bullet can go through several people. 
 
After a Shooting Incident 
 
You should do all that you can to avoid getting involved in any hostile situations, even indirectly. If you 
are somewhere where a hostile situation is developing, leave the area quickly and not by an obvious route. 
You do not want to be in the wrong place at the wrong time and to catch a stray bullet. So, if you see a 
hostile incident developing and it has nothing to with you, mind your own business and leave the area, 
ASAP! If you are unfortunate enough to get involved in a shooting incident, when you believe the incident 
is over, you should reload your weapon if you have one, prepare to deal with any other threats, give first 
aid to anyone with you who is injured and evacuate to a safe location. You should also call for support and 
police etc. as soon as is safely possible. 
 
In developed countries, even if you believe others have already called the police, do so yourself and 
identify yourself to the dispatcher as the victim and you should do as the dispatcher tells you, as long as 
it does not compromise your safety. You must ensure that the police officers responding to the incident 
know that you are the victim and not the attacker. For their own safety, the police officers will assume 
that anyone at the scene of the incident is a threat. You should never point your gun at the police and 
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should comply with their every request. Remember the responding police will be scared and most are not 
that well trained and will shoot with minimum excuse. Try to remain calm and do not argue with them- 
do as you are told. Make no fast movements and keep your hands where they can be seen. It would be 
unfortunate to survive a lethal encounter with a criminal, only to end up being shot by the police. 
 
If you get into a hostile shooting in a country where the police cannot be trusted and going to prison would 
most probably mean you would catch an incurable decease to say the least, you should have pre-planned 
on how to deal with the situation. My advice; leave the country as quickly as possible if you are a non-
resident of that country! 
 
The Tactical Use of Lights 
 
In my opinion, many people are over-enthusiastic in the use of flashlights. There is a big market in tactical 
flashlights and the companies making them wants everyone to buy one, thus making them a must have 
item. Flashlights have an application in hostile situations but you should remember that any light will give 
away your position and draw fire. Light should be used sparingly and tactically. I tell my students to get 
used to training in the dark and using their senses of hearing and smell in addition to sight. At night there 
is more chance you will hear someone before you see them! When moving in a dark environment, do so 
slowly and cautiously and try to make minimum noise. Try finding your way around your house or business 
in the dark, before you start moving around give your eyes a few minutes to adjust to the dark. 
 
If you must use a flashlight, keep it at arm’s length and keep it on for no longer than necessary, then move 
quickly or get behind cover. If you want to check a room or a corridor, one option is to roll the flashlight 
across the doorway, corridor or into the room. Light can be used as a distraction and help to cover your 
movement, shine it in their general direction of your opponent and move. This will mess up their night 
vision and if you leave the light pointing in their direction, it will be difficult for them to see what is 
happening behind the light. 
 
If possible, use remote lights, as this is more of an application for your home or business. For example, 
place powerful spotlights that illuminate corridors to safe rooms, stairways or doorways. If your home is 
broken into at night, you could move your family to your safe room and take up a position in cover behind 
the lights. If you hear or identify movement to your front, you turn on the spotlights; this will surprise, 
blind and illuminate anyone in the corridor. This will also help you to confirm that the people in your house 
are criminals or terrorists and give you good targets to shoot at if you have a firearm. 
 
Basic Counter-Attack Considerations 

There may be situations if you are trained and armed when you will have to take aggressive action.  For 

example, an ambush that does not kill all those in the kill zone or just disables your vehicles, to get out of 

the kill zone you may have to attack the ambush party. An attack on a residence where access has been 

gained by the attackers, the residents or security team must clear any attackers from the residence.  An 

attack on a shopping mall or hotel where you may be visiting or staying and aggressive action would be 

required to evacuate the location. 

This is very basic information and can help you establish your own procedures if you are in a situation 

where you have the capabilities for counter-attack options. This is based on basic procedures for close 

protection teams and can be adapted to most situations. You cannot learn the skills required for this by 

mailto:contact@risks-incorporated.com
http://www.risks-incorporated.com/


Orlando Wilson 
Risks Incorporated 
“Stay Low & Keep Moving” 

Risks Incorporated 
E-mail: contact@risks-incorporated.com Website: www.risks-incorporated.com 

 

reading a book or this document, you have to learn to shoot and train tactically for these tasks. This section 

can help you establish your procedures; you won’t become a Ninja by reading this! 

There are three fundamental elements to aggressive actions:   

 Speed  

 Surprise   

 Aggression   

For your action to be successful you must have at least two of the above elements   

Mobile counter-attack 

The conventional military response to an ambush is to attack the ambush.  In most cases an individual or 

small security team would not be able to attack an ambush, for to do so would leave a client or family 

members without close protection when the need is greatest. Also an individual or two-man security team 

would not usually have the weapons or ammunition to do so to perform and assault. 

The best means of attacking an ambush is to use a separate security team not responsible for the client's 

immediate protection. The counter attack team should consist of people who have received training in 

small unit tactics and have sufficient firepower to deal with all threats.  It should consist of not less than 

two people, in one vehicle. The counter attack team follows the client's vehicle at a distance so that it will 

not become caught in an ambush on the client’s vehicle but close enough to be able to an attack the 

ambush quickly.  The distances the team will have to be from the client will vary due to terrain, traffic etc.  

The protective surveillance team/personnel can be trained and used as the counter attack team.   

Actions on a terrorist ambush by immediate close protection personnel:   

 Return fire  

 Drop smoke  

 Cover Client's vehicle and attempt to break out.  

 Send contact report  

When counter attack begins:  

 Give covering fire.  

 Remove Client from the killing zone to a safe location.  

If the opportunity arises to escape before counter attack team takes action and never endanger the client 

because of your concern for the counter attack team.   

Actions on a terrorist ambush by Counter Attack Team:   

 Move to killing zone at best speed 

 Use lights and siren for distractions 

 Debus and attack ambush or drive at ambush.  

 Do not hesitate. Fast, aggressive action is vital.  

 If Client has been extricated, do not attack ambush but cover move to safe house.   

 Weapons. Maximum use must be made of automatic weapons, grenades and CS gas etc.   
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Counter-attack on buildings 

A counter attack on a building must be mounted quickly; the longer the delay, the more time the attackers 

will have to fortify their positions. A counter attack plan must be made and, if possible, practiced.   

The counter attack team should consist of at least two people, but not more than five; i.e. a team leader 

and two pairs. The team leader needs as much information as possible on the situation in the building.  

This could be obtained from civilians, locations security team, staff by the use of radios or cell/mobile 

phones or social media.     

The information required includes:   

 The number "of attackers.  

 The description of the attackers.  

 Method of entry  

 Types of weapons and equipment used by the attackers  

 Location of the client 

 Physical state of the client 

 Location of any family or household staff 

 Overall casualties  

Methods of Entry 

 If restricted by protective measures use same entry point as attackers but only as a last resort  

 Enter by stealth whenever possible.  

 Enter at the roof or top floor whenever possible.  

 Early contingency planning to identify possible means of entry.  

 Secure the entry point.   

Room Clearing 

 Work in pairs.  

 Clear the door. 

 On entering the room IDENTIFY targets before engaging with fire.  

 Check all hiding places.  

 When room is clear, secure and lock the door if possible.   

Progression 

 Control will be difficult.  

 Clear the building progressively; room by room, floor by floor.  

 Stairs.  Once taken, stairs must be held.  

 Use fire and Maneuver  

 Avoid confrontation with other team members.  

 Avoid being silhouetted or illuminated  

 Use natural and locations lights to your own advantage.  

 Use sound to disorientate the attackers: 1) Alarms. 2) Sirens. 3) Concussion Grenades.  
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 Use of vehicles for approach and escape. 1) Must not spoil surprise. 2) Must remain secure. 3) 

Must not be put to unnecessary risk,   

Action when building is clear 

 Ensure that the Client is safe.  Do not, however, remove them from a safe room.   

 Check that all attackers are dead or secured as prisoners.  

 Ensure that the perimeter of the building is secure.  Secure the entry point(s).  

 Decide whether to hold or escape  

 Co-ordinate external agencies on their arrival.   

It is unlikely that plans proposed before the event will be put into effect as envisaged. The plan must be 

carefully thought out and rehearsed by all members of the team.  

If you have any questions let me know. At Risks Incorporated we provide a full range of kidnap prevention, 
close protection/bodyguard training, tactical firearms, international bodyguard and security services.  
 
Orlando Wilson 
Risks Incorporated 
 
“Stay Low & Keep Moving” 
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Creating a Safe World 
 

We hope the information in this document has been of use to you. Please remember this is basic 
information, if you have any questions then please feel free to contact us. 
 
We supply corporate investigations, maritime security services, executive protection, tactical firearms 
training, kidnap and ransom services, tactical training, travel security, kidnapping prevention, community 
security group, SWAT, and bodyguard training. Our clients range from entrepreneurs to corporate law 
firms and from trainee bodyguards to specialist tactical police units and government agencies actively 
engaged in counter narco terrorism and counter insurgency operations. We have training location in US, 
Europe and The Middle East, our instructors are also available to travel to your locations.  
 
Stay Safe, 
 
Orlando Wilson 
Risks Incorporated 
International Defense Strategies LLC 
E-mail: contact@risks-incorporated.com        
Risks Incorporated: http://www.risks-incorporated.com       
Personal Blog: http://www.cornishprivateer.com   
 
"Stay low and keep moving" 
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