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Abstract 
As storage is cheap and seemingly infinite in the cloud, organizations are turning it 
to it more and more.  The problem, as Information Lifecycle Management has 
taught us, is that not all data should live forever – and indeed, there is plenty that 
for compliance reasons needs to be deleted thoroughly at set times.  In this article, 
the author believes that like it or not, the cloud is making us forget these lessons. 
 
 
  
 
Introduction 
Every day, 2.5 quintillion bytes of information is being produced and the more 
digitally connected we get the bigger the data mountain grows. 
 
We are churning out information so fast that IBM estimates that 90% of the world’s 
data has been created in the last two years.  So with more data and cheaper 
storage where is it all going?  In the cloud, of course.  This might seem like an 
inexpensive and simple solution, but in reality it is far from it.  If we let our grip on 
our digital assets slip, we eventually lose visibility, accountability and control – 
especially when it comes to deleting it.   
 
No such thing as a free lunch 
Information Lifecycle Management (ILM) may not be on trend right now, but the 
principles of classifying, managing and storing information over time are still key.  
Analyst firm Gartner defines ILM as: “An approach to data and storage 
management that recognizes that the value of information changes over time and 
that it must be managed accordingly.  ILM seeks to classify data according to its 
business value and establish policies to migrate and store data on the appropriate 
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storage tier and, ultimately, remove it altogether”.  This is a great reminder that the 
value of data is a function of time.  Not all data needs to be retained permanently, 
and for compliance reasons it needs to be deleted at mandated times.   
 
Cloud and software-defined storage may have stolen the limelight, but criticality 
should still be top of the agenda.  What data needs to be kept, what needs to be 
deleted and how can you prove your footprints to the regulatory bodies.  Obviously 
different levels of data have a different level of criticality.  Some data files will be far 
more sensitive than others.  But if you don’t know where your data is, how can you 
manage it and track what has actually been deleted? 
 
The problem with the public cloud is simply a lack of clarity.  Data resides in 
different geographical locations on a host of different media.  Yes, it is very 
convenient, but the big concern is how do you know what data has been deleted 
permanently?  Public cloud-multi-tenancy is a particular issue here in controlling big 
data. Any responsible company will have full visibility and security of the 
management of data residing in the cloud, especially around archiving and retention 
of information.  This means ensuring that your cloud provider has the capabilities to 
do this – and you don’t know unless you ask.   
 
Legislation with teeth 
New European legislation coming in in the form of the European General Data 
Protection Regulation (GDPR).  Enterprises will need to start determining the risks 
to be managed, including having a full view of what data they have, where it is 
stored and what needs to  be protected  and secured before it becomes law in 
2018.   
 
GDPR has serious teeth and organizations that don’t comply can be fined up to 4%
of annual global turnover, or €100 million (whichever is higher), for violating the new 
regulations.  Taking the initiative to know exactly how your enterprise collects, 
classifies, stores, shares and deletes data in a secure and controlled way will get 
you ahead of the curve.   
 
Smart advice 
In my opinion any organization that has information at scale would be advised to 
opt for a private cloud or a hybrid solution as opposed to public cloud.  At the same 
time, the ILM cloud vision should be focused on smart Service Level Agreements 
(SLAs), which are an effective tool for CIOs to manage their relationships with both 
business and service partners.  Remember, the CIO does not surrender 
accountability, so it is essential to choose the right partner for the services you 
require.   
 
The longevity of your supplier is an important consideration.  What happens if they 
become defunct in a few years’ time.  If you are a financial institution with a pension 
database, for example, this would create serious issues.  Whilst no-one has a 
crystal ball to predict system crashes, you need to try and mitigate the risk.  A clear 
statement in your contract stating that your data remains your property and that you 
can have it returned  in any format  you request at any time is a definite 
prerequisite.   
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Basically, if data needs to be deleted in your business process, you must be aware 
of where and the way it is stored.  This will undoubtedly become a more complex 
issue the more digitally connected we get and the more demanding the regulatory 
environment becomes.  
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