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COPYRIGHT LAW IN A DIGITAL AGE 
 

Defeating Protection, Defeating the Point 

Tom Flynn* 

Information technology has fundamentally changed how information is 
dealt with. It has done so with a speed that inevitably gives rise to the question 
of how well copyright law can keep pace, being ‘based on a model devised for 
print media.’1 Whether the right balance is being struck between the 
conflicting but legitimate interests of authors and the general public is a 
question that merits attention. This essay will analyse the legal situation (with 
particular emphasis on this jurisdiction) regarding three important policy 
areas of copyright law in the digital environment: the applicability of 
copyright to software, the problem of non-literal infringement and the issue of 
protection-defeating devices. 

A COPYRIGHT AS APPLIED TO SOFTWARE 

The Copyright and Related Rights Act 20002 replaced the Copyright 
Act of 1963. There had been some doubt as to how the 1963 Act applied to the 
area of IT. This had partly been addressed by the European Communities 
(Legal Protection of Computer Programs) Regulations3 in 1993, which 
transposed into Irish law the Directive on the Legal Protection of Computer 
Programs.4 However, in the 1990s, due to the large number of EC Directives 
relating to copyright, it was decided that a new, consolidated Act was needed. 

Section 17 (2) of the CRRA provides that ‘[c]opyright subsists … in 
original literary, dramatic, music or artistic works, … sound recordings, films, 
broadcasts or cable programmes … and … original databases’. Computer 
programs fall under the definition of ‘literary works’ given in s. 2 (1). It is 
submitted that it is an advantage that nowhere in the Act is ‘computer 
program’ defined. In reference to the English Copyright, Designs and Patents 
Act 1988, which also does not define ‘computer program’, David Bainbridge 
has suggested that ‘[t]his is sensible in view of the rapid rate of change in the 
computer industry as attempts to offer precise definitions would probably 
prove to be unduly restrictive …’.5 

The initial difficulty of adapting copyright law to IT was illustrated in 
the Australian High Court case of Computer Edge Pty Ltd v Apple Computer 
Inc.6 Here the majority held that whereas the source code of a computer 
program (which is quite similar to human language) could be described as a 
literary work, and thus eligible for copyright, the object code (which is 
virtually indecipherable to humans) could not.7 With the greatest respect to 

                                                
* Winner of the Matheson Ormsby Prentice Solicitors Prize for IT Law. 
1 Jessica Litman, “Revising Copyright Law for the Information Age” 75 Oregon Law Review, 
19, Spring, 1996 at 19. 
2 Hereinafter ‘CRRA’. 
3 SI No. 26 of 1993. 
4 Directive 91/250/EEC. 
5 Bainbridge, Introduction to Computer Law (4th ed., Longman, 2000) at 25. 
6 (1986) ALJR 313. 
7 Ibid per Gibbs CJ at paras 10 – 13 and per Brennan J at paras 13 – 15. 
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the Australian High Court, it is submitted that they were in error in regarding 
the computer term ‘language’ as a mere metaphor8, not a literal use of the 
word. Thankfully, in this jurisdiction, s. 2 of the CRRA defines ‘writing’ as 
including ‘any form of notation or code whether by hand or otherwise and 
regardless of the method by which, or medium in or on which it is recorded’. 
The key words here are ‘… regardless of the … medium in … which it is 
recorded’, which would seem to clarify that source code and object code are 
both equally eligible for copyright. Thus Irish law on the issue seems to agree 
with the eminently sensible minority judgement delivered by Mason and 
Wilson JJ in Computer Edge v Apple, where they held that ‘[i]f there is no 
copyright in the object programs which are a natural and necessary derivative 
of the source programs then there is no point in protecting the source 
programs.’9 

From Computer Edge v Apple it would seem that one of the major early 
problems with adapting copyright for application to software was a lack of 
knowledge of how software works, rather than any innate incompatibility 
between the two. On the strength of this, it is submitted that while Prof 
Jessica Litman is right to point out that copyright policy should not be 
dictated by rightsowners exclusively,10 the advent of the digital era does not 
necessarily demand the total reworking of the concept of copyright she 
advocates. 

To examine the policy issues in software copyright, we must look at 
some of the rights reserved for the rightsowner and their exceptions, 
examining them from two perspectives – that of the end-user and that of the 
rightsowner. 

1 The Reproduction Right 

Section 37 (1) of the CRRA reserves for the rightsowner the exclusive 
right to make copies of the work. This includes ‘(i) storing the work in any 
medium, (ii) the making of copies which are transient or incidental to some 
other use of the work’11 While it is entirely legitimate to incentivise the 
creation of software in this way, this section would render any use of software 
a breach of copyright, because software copies chunks of data from the hard-
disk to RAM when needed in order to speed access. However, an exception is 
provided in s. 82 (1), allowing the making of ‘transient or incidental copies’ in 
the case of software where ‘such actions are necessary for the use of the 
program by the lawful user’. 

Section 80 (1) of the Act provides that ‘[i]t is not an infringement of the 
copyright in a computer program for a lawful user of a copy of the computer 
program to make a back-up copy of it which it is necessary for him or her to 
have for the purposes of his or her lawful use.’ This is a sensible provision 
from the user’s perspective, in that making back-ups of software is always 
advisable. 

                                                
8 Ibid per Brennan J at para. 14. 
9 Ibid per Mason and Wilson JJ at para. 16. 
10 Litman, op cit at 48. 
11 CRRA 2000, s. 39 (1) (a). 
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As a result of the above legislative provisions, it is submitted that the 
end-user enjoys considerable liberty with respect to the ordinary use of 
software they have purchased. However, what of the creation of new software? 

2 The Reverse Engineering Exceptions 

Section 82 (2) provides that it is not infringement for a lawful user to 
‘observe, study or test the functioning of the program in order to determine 
the ideas and principles which underlie any element of the program …’. This 
‘blackbox testing’ is largely uncontroversial in that copyright does not subsist 
in ‘ideas and principles’ in the first place.12 What is more controversial is s. 81, 
which permits lawful users to copy13 software and translate14 it in any way ‘to 
achieve the interoperability of an independently created computer  program 
with other programs’.15 However, users are limited in what they can do with 
any information extracted by s. 81 (2) – it cannot be used for anything other 
than ensuring interoperability,16 cannot be given to a third party,17 and cannot 
‘be used for the development, production or marketing of a computer program 
substantially similar in its expression, or for any other act which infringes 
copyright.’18 It is submitted that despite lobbying on the issue from major 
software developers, ss. 81 and 82 of the CRRA are a fair way of reconciling 
the right of the author not to have their work copied, and the right of the user 
(in this case the developer of new software) to ensure that any new software 
will be interoperable with the older software, if that is the wish of the 
developer. If it were otherwise, not only would there exist a disincentive to 
innovation (because many new programs depend on being able to work with 
older programs), but also a rise in proprietary file formats, ‘locking’ users into 
using the software of one developer, inhibiting competition. 

3 The Making Available Right 

Section 40 of the CRRA reserves to rightsowners the right to 
communicate and distribute works to the public. The back-up exception 
mentioned above is entirely justified when used for its specified purpose. 
However, many rightsowners would argue that its true effect is to facilitate the 
unlawful making available (or piracy) of software, and that rightsowners 
should be able to prevent the making of any backup copies. This analysis can 
hardly stand. It is submitted that it is for legislation to ensure that it is illegal 
to make available software without authorisation, but it is for the rightsowners 
alone to make it difficult to do so, without unduly inconveniencing the end-
user in normal use. To restrict reasonable use by legislation goes too far.19 
Numerous devices and methods have been tried in the past to prevent the 
unauthorised use of software – physical hardware dongles being a rather old-
fashioned example and user-unique serial numbers being the modern 
equivalent. However, there are examples of software-related digital rights 

                                                
12 S. 17 (3). 
13 S. 81 (1) (a). 
14 S. 81 (1) (b). 
15 S. 81 (1). 
16 S. 82 (2) (a). 
17 S. 82 (2) (b). 
18 S. 82 (2) (c). 
19 See part 3 infra. 
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management (DRM) systems that, it is submitted, are fair to both user and 
author, an excellent example being Steam,20 which ties software to a user’s 
email address. If used simultaneously on two computers at once, the user gets 
suspended from using the software. However, Steam not only allows but 
facilitates the making of secure backups, and also allows ‘license shifting’ in 
the case of the software being sold second-hand from one user to another, 
thus protecting the ‘first sale’ doctrine that Prof Maureen Ryan believes is 
being eroded by more restrictive DRM systems.21 

B NON-LITERAL INFRINGEMENT 

This issue is, in a sense, an extension of the reproduction right 
mentioned above. However, whereas the issue of copying is comparatively 
easy to deal with in the context of the consumer end-user, it is far more 
complex in relation to accusations of copying against another software 
developer. This is because software is by its nature both symbolic (in that it 
can be written down in text form) and functional (in that it actively does 
something). Thus it is difficult to establish infringement of the copyright in 
one work by another because just because two programs do the same thing, it 
doesn’t mean the underlying code in one was copied from the other. As Sir 
Robert Megarry said in Thrust Code Ltd v WW Computing Ltd,22 ‘… two and 
two make four. But so does two times two or six minus two or two per cent of 
two hundred or six squared divided by nine or many other things. Many 
different processes may produce the same answer and yet remain different 
processes that have not been copied one from another.’23 

This issue has given rise to a rather confused and confusing body of 
case law in the US and UK. The first major such case was Whelan v Jaslow,24 
where it was held in the Third Circuit Court of Appeals, per Judge Becker, that 
'copyright protection of computer programs may extend beyond the programs' 
literal code to their structure, sequence, and organization’25. The court 
reached this verdict by considering the idea/expression distinction mentioned 
in passing under 1B above, stating that because there are many ways of 
writing software to run a dental lab (as the software at issue did), the 
particular structure of each program will not be part of its idea (‘run the dental 
lab’), but rather its expression (‘run the dental lab in this way’). Thus Judge 
Becker held that ‘[t]he conclusion is … inescapable that the detailed structure 
of the … program is part of the expression, not the idea, of that program’26 

This reasoning was followed in Lotus Development Corp v Paperback 
Software International,27 where the menu system of the plaintiff’s 
spreadsheet software was held to be expression, because it was unique to that 
                                                
20 www.steampowered.com 
21 Maureen Ryan, “Cyberspace as Public Space: A Public Trust Paradigm for Copyright in a 
Digital World” 79 Oregon Law Review, 647, Fall, 2000 at 668. For a rather more balanced 
analysis, see Duane Webster, “The Practical Realities of the New Copyright Laws: A 
Librarian's Perspective”, (Modern Language Association Conference 28.12.2002). 
22 [1983] FSR 502. 
23 Ibid at 505. 
24 797 F 2d 1222, 1986 US App LEXIS 27796, 230 USPQ (BNA) 481. 
25 1986 U.S. App. LEXIS 27796 at 88 
26 Ibid at 54. 
27 740 F Supp 37 (D Mass 1990). 
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program, but the ‘rotated L’ method of conveying a grid on the computer 
screen was held to be idea, because it was so common amongst programs 
displaying grids on computer screens.  

In Lotus Development Corp v Borland International,28 a later case 
involving the same plaintiffs, the 1st Circuit Court of Appeals refused to follow 
Lotus v Paperback (due to legislative changes during the time between the 
cases) throwing the whole area of law into doubt, until Computer Associates 
International Inc v Altai,29 where the Court of Appeals endorsed a 
complicated three-step procedure to reveal the ‘core of protectable 
expression’, first proposed by Professor Nimmer.30 

The main UK case on the topic is Ibcos Computers Ltd. v Barclays.31 
Though this case concerned literal rather than non-literal infringement, Jacob 
J was critical of over-reliance on the US cases, and the doctrine that no 
copyright can subsist in an expression if it is the only practicable expression, 
holding that ‘Where an idea is sufficiently general … the mere taking of that 
idea will not infringe. But if the idea is detailed then there may be 
infringement. It is a question of degree.’ 

It is unfortunate that the only Irish case in the area, News Datacom 
Limited, British Sky Broadcasting Limited and Sky Television PLC v Lyons 
and Molloy,32 was merely an application for an interlocutory injunction, 
which was denied for lack of evidence. 

Again, what are the policy issues here? Bainbridge states that on the 
strength of Ibcos and another case, Richardson33 ‘… it would appear that 
copyright protection for computer programs is at least adequate and there is a 
reasonable balance between strength of protection and the development of 
competing programs by others…’.34 His excellent series of hypothetical 
examples, backed up by reference to the case law, affirms this.35 It is 
submitted that Jacob J’s approach in Ibcos is an good lead for Irish courts to 
follow, should the need arise, allowing as it does a certain degree of flexibility, 
so that the legitimate rights of software programmers are vindicated, while 
still promoting the creation of new works by others. 

C PROTECTION-DEFEATING DEVICES 

Section 140 (4) of the CRRA provides that anyone who, inter alia, 
makes, imports or possess a ‘protection-defeating device’ shall be guilty of an 
offence. A ‘protection-defeating device’ is defined in s. 2 as being ‘any device … 
the primary purpose or effect of which is to avoid, bypass, remove, deactivate 
or otherwise circumvent, without authority, any rights protection measure’. 
No exceptions are provided for by the Act. It is submitted that s. 140 goes too 
far in protecting rightsowners, to the detriment of the public. In CBS Songs 
                                                
28 [1997] FSR 61. 
29 982 F 2d 693 (1992); 775 F Supp 544 (1991). 
30 3 Nimmer s 13.03. 
31 [1994] FSR 275. 
32 [1994] 1 ILRM 450. 
33 John Richardson Computers Ltd v Flanders [1993] FSR 497. 
34 Bainbridge, op cit at 37. 
35 Ibid at pp 37-38. 
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Ltd v Amstrad Consumer Electronics plc,36 the music industry attempted to 
prevent the sale of dual-cassette tape recorders, on the grounds that Amstrad 
was inciting the public to infringe copyright. It was held that Amstrad was 
doing no such thing, because the tape recorders had other (legitimate) uses.  

Similarly, in the earlier case of Sony Corp of America v Universal City 
Studios, Inc,37 the US Supreme Court held that the home taping of television 
broadcasts did not amount to an infringement of copyright, because ‘a use 
that has no demonstrable effect upon the potential market for, or the value of, 
the copyrighted work need not be prohibited in order to protect the author's 
incentive to create.’38  

In an interesting, though ultimately flawed article,39 Prof Maureen 
Ryan is scathing in her criticism of this judgment, on the grounds that the 
Court ‘… employed the economic justification of fair use analysis …’40 to come 
to its conclusion. One must ask why, when faced with such a reasonable 
judgment as that in Sony, Prof Ryan takes issue with the ideology behind the 
judgment, when the judgment’s effect leads to the liberalisation of the fair use 
doctrine that her article, in part, seeks to promote. Prof Ryan’s argument is 
further eroded by her highly questionable equation of the State ownership of 
public waterways with a putative State ownership of information.41 It is 
submitted that under Prof Ryan’s proposed ‘public trust paradigm’ the 
incentive to create would quickly vanish, as any author who has the temerity 
to publish an original work would find that work snapped into the public 
domain immediately, rendering the author unable to profit from his own 
creation. While Prof Ryan does raise valid points about the benefits to society 
of access to information, she neglects the perhaps more important benefit of 
the creation of information, dismissing it as ‘rhetoric’.42 It is submitted that 
Prof Ryan’s obvious dislike for the notion of copyright as a property right, 
though interesting, is ultimately less than useful in trying to achieve a sensible 
balance between the rights of authors and the public. 

There is a general exemption in s. 50 of the CRRA, allowing ‘[f]air 
dealing … for the purposes of research or private study …’.43 ‘Private study’ is 
not defined in the act. An example of balancing private and public rights is the 
conversion of a DVD movie from one format to another. The Content 
Scrambling System (CSS) encryption on DVDs is easily bypassed using a tiny 
piece of software called DeCSS. With the release of a range of personal digital 
media players onto the market, there is a growing sector of the public that 
might wish to convert their legally-owned DVD films, under copyright by 
virtue of the CRRA,44 to the format required by whichever particular media 
player they own. Can this conversion, which not only copies a work under 
copyright but uses a protection-defeating device to do so, truly be considered 

                                                
36 [1988] AC 1013. 
37 (1984) 464 U.S. 417. 
38 Ibid at 450. 
39 Ryan, op cit. 
40 Ibid at 676. 
41 Ibid at 702. 
42 Ibid at 548. 
43 CRRA, s. 50 (1) 
44 S. 17 (2) (b) 
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blameworthy? Looked at from the perspective of the rightsowner, it most 
certainly can, because it lessens the potential revenue from selling films pre-
formatted for portable devices. However, from the public’s point of view, it is 
far from blameworthy – all they are doing is avoiding having to pay twice to 
use something they already own. If someone wants to watch a film in one 
room of their house one day, and in another room the next, the law does not 
require them to purchase two copies of the film. Why then should the law 
require them to purchase two copies, in different formats, to watch a film in 
their living room one day and on the train the next? Unfortunately, the US 
Supreme Court has found it illegal under the terms of the American Digital 
Millennium Copyright Act to use DeCSS to unencrypt DVDs.45 Admittedly, 
that case was decided before the introduction of personal digital media players 
capable of playing video, so faced with such an obvious potential ‘fair use’ it is 
arguable that a different verdict would be reached today.  

It is submitted that in the interests of protecting the rights of the public 
in respect of copyright works, it is to be hoped that Irish courts would be 
sympathetic to the end-user, and not the rightsowner, in this issue. 

D CONCLUSIONS 

A number of conclusions can be drawn from the foregoing. Firstly, the 
initial difficulties in applying copyright law to software have since been 
overcome by the generally sensible provisions of the CRRA in determining the 
subsistence of copyright in a work. In particular, the freedom given to courts 
to define ‘computer program’ as technology develops and the wide definition 
of ‘writing’ in s. 2 are to be commended. For this reason, it is again submitted 
that Prof Litman’s call for a revision of copyright law for the information age is 
unwarranted. Copyright is a rather old part of the law that had to be brought 
up to date very quickly to deal with software. It is submitted that it copes 
admirably in balancing the rights of authors (not to have their work stolen) 
with the rights of consumers (not to have their use unduly restricted). 

Secondly, it is submitted that domestic legislation and guidance from 
foreign jurisdictions, especially the UK, have pointed the way for a common-
sense approach to the non-literal infringement of copyright software. As a 
result, calls from the software industry for a system of software patents are 
highly suspect – the monopoly protection that patents afford going above and 
beyond what is required, especially considering the adequate protection 
afforded by copyright law.  

Thirdly, developments abroad, especially in the USA, point to a 
worrying trend with regard to so-called protection defeating devices. It is 
submitted that software companies and industry consortiums should be free 
to come up with whatever DRM they wish – ultimately it is for consumers, 
and thus the market, to decide what is too restrictive and what is fair. 
However, to specifically outlaw the circumvention of DRM without exception 
is a step too far. 

                                                
45 Universal City Studios, Inc. v. Corley, 273 F.3d 429 (2d Cir. 2001). 
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Copyright in relation to IT has proven itself to be resilient, adaptable, 
and – for the most part – fair. As a result, this author must agree with Prof 
Jane C Ginsburg: ‘it is not at all clear that a noncopyright “fix” to the system of 
software protection is available, or desirable.’46 

                                                
46 Jane C Ginsburg, “Four Reasons and a Paradox: The Manifest Superiority of Copyright 
Over Sui Generis Protection of Computer Software”, 94 Colum. L. Rev. 2559 at 2572. 
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