
When IT thinks about security,  VoIP  is not usually the first thing that 
comes to mind. Then consider the reality that network security itself is 
just one of many priorities for IT to manage. We know that IT is under 
growing pressure to do more with less, and for all these reasons it’s 
not surprising that the topic of VoIP security may be difficult to get 
on your radar.  If I can just hold your attention here for a few minutes, 
I’m hopeful that can change, and you’ll be better for it. For a host of 
reasons, IT devotes considerable resources to data security, and you 
are no doubt familiar with the threats posed to your network. 
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With all that considered, the decision is pretty compelling, but it’s easy 
to lose sight of the fact that VoIP is also data. Given the long history 
you’ve likely had with  TDM , the associations of telephony being 
voice, and a service that runs independently from your data network 
may make it hard to think of telephony in any other way. 

Conversely, anyone steeped in the Internet – and especially if only 
having a limited history with the PSTN – will have an easier time 
seeing VoIP as just another application in your data network. That 
may be an accurate statement, but our research indicates the 
opposite to be the norm, and that is where the security challenges 
arise with VoIP.

“We know that IT is under growing 
pressure to do more with less, and for 

all these reasons it’s not surprising 
that the topic of VoIP security may be 

difficult to get on your radar.”

You would be correct to say that security efforts are never enough, 
and with new threats emerging all the time, IT has to be ever vigilant. 
Without trying to add to this stress, some of the greatest risks facing 
your network come from VoIP, even if you’ve been using it for a while.

Chances are, when you first deployed VoIP, the main driver was cost 
savings. Depending on the degree of savings, and possibly some 
strategic issues that made this a must-do move, more attention was 
paid to the benefits and little to the potential risks. A key reason would 
be the inclination to view VoIP as telephony – and only telephony.

In literal terms, that is absolutely true. After all, you’re deploying VoIP 
for that purpose, and even if just doing a partial roll-out, the long 
term plan is to fully migrate away from the  PSTN . The cost savings 
may be attractive, but even more so is the prospect of network 
convergence. When the telephony infrastructure is totally VoIP, voice 
runs over the same network as all your data, creating a ripple effect 
of operational efficiencies. Aside from having a more streamlined IT 
environment to manage, you get an additional layer of cost savings by 
collapsing two separate networks into one.



Having closely followed VoIP as an analyst since 2001, I have seen 
waves come and go around the need for better security solutions. 
Security is like insurance, in that you only buy it if you believe there 
is a risk to be managed, and given VoIP’s rocky history, there have 
been several false starts with security solutions. Times certainly have 
changed, and VoIP is not only widely adopted by enterprises, but the 
scale of deployments is growing rapidly.

While you may see that as further validation for embracing VoIP – 
especially for the ongoing cost savings – hackers see something very 
different, namely an attractive target for a wide range of malicious 
activities.  Given the daily headlines we’re seeing about data security 
breaches, there is little doubt that network attacks are on the rise, 
and that the hacker community is generally a step or two ahead of 
whatever you think will pass to keep them at bay.

By continuing to view VoIP only as telephony, hackers have you 
exactly where they want you. They know full well that VoIP is data, 
and how this is not well understood by network managers. When 
you had legacy  PBXs , the telephony network was quite secure, and 
there was little reason to think otherwise. By carrying that thinking 
over to the IP PBX, you run the risk of overlooking how VoIP’s 
nature is fundamentally different, without seeing the need to adopt a 
different set of security measures.

In addition, there is the false assumption that your existing data 
security framework will extend to VoIP. Only with careful planning will 
this hold water, but in most cases, the real-time nature of VoIP will be 
compromised, and businesses feel they’re better off accepting some 
security risk in return for reliable, high quality telephony.

At the root of this problem is a lack of understanding as to why VoIP 
creates new vulnerabilities in your network. Compounding this is 
not being aware of the range and nature of threats that VoIP can 
expose your network to. Aside from posing risk to IT’s operational 
environment, VoIP-enabled threats can cause serious damage to the 
business overall, making this a very strategic issue.

“A key reason would be the 
inclination to view VoIP as telephony 

– and only telephony.”



To better understand the changing landscape around VoIP security, 
I have recently authored a White Paper. Titled “VoIP Security – More 
Than IT Risk”, the paper addresses these issues and explains the 
various ways that security breaches can be bad for business. Going 
a step further, the research examines how the audit community has 
a role to play by incorporating VoIP into the security compliance 
envelope. Finally, recommendations are provided for IT to both think 
differently about VoIP and take a more holistic approach to network 
security.

*The White Paper was sponsored by VoIPshield Systems, one of 
many vendors focused specifically on this problem set, and if you 
have mild concerns about these potential risks, I believe you will 
find the analysis worthwhile. You can read more about it here, as 
well as get the link to download a copy of the White Paper from the 
sponsor’s website.
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