
	  

	  

 
 
 
 
 
 
 
 
Each month we're highlighting a different safety topic. In March, Crime Stoppers 
is focusing on Internet/Smartphone Safety. To help Mesa County parents and 
teens understand the scope of the responsibility that comes with technology and 
how they can protect themselves, we consulted Mary Speer with the Grand 
Junction Police Department. Mary is a Police Service Technician. 
 
CS: It happens every day that a teenager gets in trouble using social media. 
Some of those cases end in tragedy and parents are completely unaware of the 
danger until it’s too late. What can parents do to stay aware of what their child is 
doing on their cell phone? 
MS: Be involved. Talk to your kids. Set limits for them (where, when, how they 
can use their phone) and look at their ‘friends’ – no teenager has 500 friends. 
You can also see what apps they’ve downloaded and then research for yourself 
what they do. Talk to them about why they need that app and what they use it 
for. Know their passwords and set phone curfews. Before your child even gets a 
phone, make sure you’ve selected a device that has security features or 
parental controls, then use those options.  
 
CS: We keep saying ‘child’ but just how early are youths using cell phones?  
MS: On average, children are 12 years old when they get their first mobile 
device. Of kids aged between 8 and 12, 56% of them have a cellphone. That 
number jumps in the next few years as 88% of teens between 13 and 17 have 
smartphones. Internet access is everywhere. Research shows 91% of teens 
between 13 and 17 have access on cell phones, tablets, and other devices. 
The big thing to remember with smartphones and all they’re capable of is that 
they send, store, and retrieve data just like computers. They are considered to 
be computers in court. 



	  

	  

 
 
 
 
 
 
 
 
CS: If a child about 12-years-old has a cellphone, what are they doing with it? 
What’s the most common use teens have for their phones? 
MS: They’re connecting with their friends. Texting is the most common form of 
communication between kids. They’re also using social media, and I’m not just 
talking about Facebook. The newest social media platforms are Kik, Snapchat, 
Instagram… if you don’t know what they are and what they can do, Google 
them and you’ll be surprised. Kids are also in chat rooms and just generally 
surfing the Internet. Much of it is innocent, but parents still need to set limits to 
help keep it that way. 
 
CS: What are some risky behaviors parents should look out for? 
MS: There are a number of things. The first is inappropriate content. Are they 
sending mean or rude messages? How about sharing inappropriate photos or 
talking about adult subjects? If they’re visiting adult sites, that’s a huge red flag. 
They could also be identifying themselves with questionable profile names or 
avatars and responding to inappropriate requests from other users. That’s 
called ‘grooming’ and simply put, it’s what online predators do. They befriend 
and establish an emotional connection with a child, and sometimes the family, to 
lower the child's inhibitions for child sexual abuse. 
 
Secondly, parents should watch out for cyberbullying. More than 80% of teens 
use a cell phone regularly, making it the most common medium for this type of 
bullying. More than 40% of kids report having been bullied online – 1 in 4 say 
it’s happened more than once. Even if your child isn’t a target, they’re likely still 
seeing it. Research shows 70% of students see frequent bullying online. Here’s 
what parents can teach their children to do to stop bullying: keep critical 
comments to yourself, don’t forward rumors or embarrassing photos, don’t  



	  

	  

 
 
 
 
 
 
 
 
comment on insulting/harassing posts, and treat others with respect. Seems 
simple, but it’s always a good reminder. 
 
Sexting is another seriously risky behavior. It’s not only illegal, but kids need to 
know it can ruin their life or the life of another person. More than a quarter of 
teens have admitted to sending inappropriate pictures via text, 28% in fact. And 
most teens don’t have the life skills or experience to identify predators. That’s 
why parental involvement is so important. 
 
Over-sharing is along those same lines. Teens need to remember they can give 
too much information and that once it’s been shared, it can be shared with 
everyone. Texts can lead teens to share too much, and they need to watch what 
they say or post in a private chat as it can become public if the receiver chooses 
to share it. Images can be geotagged and predators can find teens. Anonymous 
chat rooms are an easy place for predators to find teens as they have no idea 
who they’re really talking with. Even sharing information like where you go to 
school or where you live can be dangerous if given to the wrong person. And 
don’t forget that your photos contain information about your location – don’t 
help criminals find you! 
 
The last risky thing teens do with their phones – texting and driving! A shocking 
75% of teen drivers admit to texting while driving. If you wonder why your teen 
can’t put their phone down, the fact is, they’re probably addicted to it. Research 
shows that people get dopamine (the feel good chemical in the brain) when they 
look at their phone to catch up on their social media/communication. Teens are 
particularly susceptible to this as their brains are not yet fully developed and are  
 



	  

	  

 
 
 
 
 
 
 
 
generally ruled by the pleasure-seeking limbic system as opposed to the 
consequences-aware pre-frontal cortex (which isn’t fully developed until a 
person is about 25 years old.) Here’s a quick video with interesting info about 
how social media is rewiring our brains: 
https://www.youtube.com/watch?v=HffWFd_6bJ0 
 
CS: It seems as if there are a lot of pitfalls out there for teens using technology. 
What are some guidelines parents and teens can live by so they can responsibly 
use all this great communication technology? 
MS: The best thing teens can do is think before they send anything. They should 
ask themselves, ‘is this something I would want my parents, teachers, 
classmates, friends, or future employers to see?’ Remember, once you send it, 
you can’t get it back. It’s out of your control. You can also ask yourself these 
questions: Will this hurt someone else? Would I do this offline? 
 
It’s important for everyone to protect their information – set and use your 
security features. You should also report inappropriate behavior, requests, or 
photos to your parents or an adult you trust. If something makes you feel 
uncomfortable, don’t do it and report it! 
 
Parents also need to remember that if they don’t talk to their teens, they don’t 
know about their problems and can’t help.  


