
Compliance in the Cloud: Six Questions to 
Ask Your Cloud Provider 
Michael Fimin 
 
 

 
 
 
Abstract 
Cloud computing regulations, security and compliance have always been concerns 
for customers hesitant to embrace the cloud.  With assets moving around between 
clouds, companies are forced to examine closely how that data will be kept so that 
they remain compliant with laws and industry regulations.  In this article, the author 
discusses how cloud compliance issues arise as soon as you make use of cloud 
storage or backup services, and looks at some important questions you need to ask 
your cloud provider. 
 
 
 
Introduction 
Sooner or later companies thinking about moving their applications and data to the 
cloud are faced with an important challenge: namely how to meet the same security 
and compliance standards in the cloud that already govern their on-premises IT 
environment.  According to the Netwrix 2015 Cloud Security Survey1, 66% of 
organizations are subject to government or industry regulations, and 71% have 
internal security policies in place that require visibility into IT changes.  Of course 
cloud providers claim their technology is mature enough to handle security-related 
issues of all kinds, but maintaining data integrity in the cloud and assuring 
compliance to auditors are still among the top concerns for companies as they 
continue to evaluate cloud platforms.   
 
From my own personal experience and from stories I have heard from customers, a 
lot of care goes into evaluating providers before you can fully trust them with your 
data in the cloud.  Not least because as a data owner, it is you and not the cloud 
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service provider who will ultimately bear responsibility in the event of a data breach.  
We recommend asking cloud providers the following six questions to assess 
whether they are sufficiently equipped to ensure your data remains protected and 
compliant while in the cloud.   
 
Question 1: Do you know your cloud provider and its services well enough?  
It is imperative that your provider is capable of meeting the specific needs of your 
business.  Find out from your provider which regulatory standards they comply with, 
the physical location of their servers, their policies for data storage and deletion, 
and which security and analytics tools they use to prove compliance.  You should 
also ask what procedures they have for handling security incidents, data breaches 
or service disruptions, as well as what the disaster recovery procedures exist.  It is 
also worth finding out if the provider offers any additional security services that you 
can take advantage of.  In short, before you trust your data to a third party, get to 
know them well.   
 
Question 2: Does the contract with your cloud provider fully suit your needs?  
Reading the service level agreement (SLA) is not enough; you should clarify all the 
conditions in your contract.  Make sure it clearly establishes the provider’s liability 
and details who is responsible for what.  Also ensure that the contract is flexible 
enough to accommodate changes over time – for example, when regulatory 
requirements are updated.  The contract should also specify audit and control 
processes, and include items such as your right to monitor the provider’s 
compliance and its maintenance of data confidentiality. 
 
Question 3: Will you be given advanced identity management and access 
controls?  
The Netwrix 2015 Cloud Security Survey found that 69% of the companies are 
worried about unauthorized data access in the cloud.  To mitigate this risk, cloud 
services customers should be able to monitor all data access events regardless of 
user role and implementation of the principle of least privilege on both sides: 
provider and client.  Security measures in the cloud should include multi-factor 
authentication, clear demarcation of duties for administrative personnel, digital 
signature and regular password updates. 
 
Question 4: Is your data encrypted? 
Encryption is critical because it means your data is protected even if it falls into the 
wrong hands.  Many regulatory standards also demand encryption.  Make sure 
encryption is used for all your data, at all times – in transit, in use and at rest.  Also 
check that encryption keys are updated regularly and kept separate from the 
encrypted data.  This may seem obvious yet it is surprising how often such common 
sense procedures are ignored.   
 
Question 5: Do you have visibility into what is going on? 
In the Netwrix survey, more than 60% of the companies considered visibility into the 
cloud to be very important for ensuring security.  The larger the organization, the 
more vital this becomes.  This is where user behavior analytics can help, providing 
valuable insights into who does what, when and where across the entire IT 
infrastructure.  To ensure that only authorized users access sensitive data, it is 
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necessary to continuously track and record changes to system configurations 
and user permissions, as well as all access attempts, successful or not.  Special 
attention should be paid to privileged user access activities to prevent privilege 
abuse.  Your cloud provider should also commit to making a complete audit trail of 
all activities available to your compliance auditors to prove no violations of security 
policies have taken place. 
 
Question 6: Do you know who shares what files and with whom? 
In addition to visibility into changes made by privileged users within the cloud 
provider, organization must be given the opportunity to see changes made by their 
own employees.  One of the most significant threats posed by insiders is malicious 
or unintentional file sharing.  Accordingly, organizations must be able to track 
effective permissions and spot both overexposed data and users with excessive 
privileges.  At the same time it is important to strike a balance between data 
protection and data access, lest users try to circumvent security measures by 
finding more convenient ways to share files.   
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  Figure 1: Meeting compliane in the cloud 
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In conclusion 
Concerns about data integrity and confidentiality are among the main reasons why 
organizations are reluctant to use cloud services.  As the Netwrix survey 
highlighted, these concerns are well justified.  Cloud technologies offer great 
opportunities for companies to extend their reach quickly and at low cost, but 
without the right amount of groundwork it could carry unforeseen risks.  Thoroughly 
research the provider’s policies, tools, contract and controls, and review your own 
security and compliance requirements2, data governance and compliance with best 
practices.  Above all, make sure you’ll have complete visibility into what is 
happening across the entire cloud environment.  Only then can you move to the 
cloud with confidence. 
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