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Abstract. A traditional research direction in Software Architecture
(SA) and dependability is to deduce system dependability properties
from the knowledge of the system SA. This well reflects the fact that
traditional systems are built by using the closed world assumption. In
mobile and ubiquitous systems this line of reasoning becomes too restrictive to apply due to the inherent dinamicity and heterogeneity of
the systems under consideration. Indeed, these systems need to relax the
closed world assumption and to consider an open world where the system
context is not fixed. In other words, the assumption that the system SA
is known and fixed at an early stage of the system development might
be a limitation. On the contrary, the ubiquitous scenario promotes the
view that systems are built by dynamically assembling available components. System dependability can then at most be assessed in terms
of components’ assumptions on the system context. This requires the
SA to be dynamically induced by taking into consideration the specified
dependability and the context conditions. This paper will illustrate this
challenge and, by means of an illustrative scenario, will discuss a possible
research direction.
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Introduction

A traditional research direction in Software Architecture (SA) and dependability
is to deduce system dependability properties from the knowledge of the system
SA. Taking into account characteristics and properties (e.g., failure rate, performance indexes, responsiveness, etc.) of the components constituting the system
and how they are assembled together, the goal of the dependability analysis
is to predict the values of dependability attributes. Following this line of research, architects, designers and developers usually realize dependable systems
by adopting a software development process where models for dependability
analysis are generated by considering the a priori specified systems SA. This
?
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well reflects the fact that traditional systems are built by using the closed world
assumption which say that (at least part of) the system context is a priori
known and the information concerning the overall structure of the system can
be taken into account early at design time [7]. In Mobile And Ubiquitous Systems (MAUS) [10,11] this line of reasoning becomes too restrictive to apply due
to the inherent dinamicity and heterogeneity of the systems under consideration.
During the last few years, the distribution of communicating mobile devices
is accelerating, and the ever growing ubiquity of software is fostering the possibility for the dynamic connection to “almost everything”, anywhere, anytime.
This means that heterogeneous components (everything) can be put together in
unknown contexts (anywhere) at an unforeseen point in time (anytime). That
is, MAUS need to relax the closed world assumption and to consider an open
world where the system context is not fixed. In other words, the assumption that
the system SA is known and fixed at an early stage of the system development
might be a limitation. On the contrary, mobility and ubiquity shift the focus of
systems development from coding and statically assembling components (according to a preestablished SA) to dynamically composing systems out of available
components. System dependability can then at most be assessed in terms of
components’ assumptions on the system context. This requires the SA to be dynamically induced by taking into consideration the specified dependability and
the context conditions. Furthermore, the assembling process of MAUS can be
no longer assumed to be handled by IT experts only. Rather, end users play
a crucial role prior to and after the composition process, and changes to their
needs, as much as in context of use, should be adequately handled. Note that,
in principle, it might be possible to build self-contained applications that embed
the adaptation logic as a part of the application itself. Therefore, while conforming to a fixed SA, these applications are a-priori instructed on how to handle
dynamic changes in the context and user needs, hence reacting to them at run
time. However, for the endless openness of MAUS, it is unfeasible to predict all
the possible changes in the context and user needs, which are unforeseen by nature. This paper discusses the above challenges and, by means of an illustrative
scenario, shows how the role of SA is inverted in the context of MAUS.
The paper is organized as follows: Section 2 introduces the terminology and
briefly provides background notions concerning MAUS. Section 3 discusses the
challenge of assessing dependability for MAUS. Section 4 illustrates this challenge by means of a sample scenario in the e-learning domain. Section 5 gives
concluding remarks discussing possible future research directions.

2

MAUS: Mobile And Ubiquitous Systems

When building a traditional closed system the system’s context is determined
and it is part of the (non-functional) requirements (operational, social, organizational constraints). On the contrary, MAUS [10,11] are open systems in the
sense that they have to deal with both possible changes in the context and user
needs. Examples of context can be the network context conditions and the exe-
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cution environment offered by the mobile devices. User needs can be expressed
in terms of dependability requirements (i.e., availability, reliability, safety, and
security requirements). For example, availability can be expressed in terms of
performance indexes such as responsiveness, throughput, service utilization. If
the context and user needs change, then the system requirements change and,
hence, the system itself needs to change accordingly. Thus changes in the context
and user needs might imply system evolution, e.g., architectural configuration
changes (e.g., addition/arrival, replacement, removal/departure of system components). The system needs to change at run-time, while it is operating. This
can be achieved through (self-) adaptiveness. For instance, Section 4 gives an
example on how the throughput, considered as a dependability attribute, can
affect the way available software components should be assembled in order to
make a system up while fitting the dependability requirements according to the
user preferences and context of use.
Different kinds of changes at different levels of granularity, from SA to code,
can occur. In this paper we focus on architectural configuration changes. We will
show that, by considering context changes in conjunction with the user needs, it
is unfeasible to fix/choose a specific architectural configuration at an early stage
in order to fulfill the dependability requirements and keep them along during the
system execution. On the contrary, the ubiquitous scenario promotes the view
that systems can be dynamically composed out of available components possibly
accounting for dependability requirements. This view is promoted because dependability can at most be assessed in terms of components’ assumptions on the
system context and the “best” (w.r.t. dependability requirements) architectural
configuration can only be dynamically induced by taking into consideration the
respective assumptions of the system components’. That is, for MAUS, it can be
unfeasible to fix a priori the SA and, then, deduce dependability since, e.g., due
to changes in the context, the experienced dependability might be not the wished
one. A scenario in which this phenomenon can occur is discussed in Section 4.
Then our thesis is that for MAUS the role of the SA is to provide the dynamic
composition rules that dictate how to compose (resp., reconfigure) the system
in order to achieve (resp., keep) the wished dependability, despite the context
changes. That is, the SA is induced by a high-level specification of the wished
dependability degree. As discussed in more detail in the following section, this
introduces a new challenge concerning how to assess dependability for MAUS
by the dynamic induction of the SA that fulfills as best as possible the specified
dependability.

3

The challenge of assessing dependability for mobile and
ubiquitous systems

MAUS are supposed to execute in an ubiquitous, heterogeneous infrastructure
under mobility constraints. This means that the software must be able to carry
on operations while changing different execution environments or contexts. Execution contexts offer a variability of resources that can affect the software opera-
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tion. Context awareness refers to the ability of an application to sense the context
in which it is executing and therefore it is the base to consider (self-)adaptive
applications, i.e., software systems that have the ability to change their behavior
in response to external changes.
It is worthwhile stressing that although a change of context is measured in
quantitative terms, an application can only be adapted by changing its behavior,
i.e., its functional/qualitative specification. Section 4 shows an example concerning how context changes can lead to changes in the system’s functionalities when
try to bound quantitative aspects of the system. For instance, (physical) mobility allows a user to move out of his proper context, traveling across different
contexts and, to our purposes, the difference among contexts is determined in
terms of available resources like connectivity, energy, software, etc. (see Section 4). However, other dimensions of contexts can exist relevant to the user,
system and physical domains, which are the main context domains identified
in the literature [9]. In standard software systems the pace at which context
changes is slow and the changes are usually taken into account as evolutionary
requirements. As already mentioned in Section 2, for MAUS, context changes
occur due to physical mobility while the system is in operation. This means that
if the system needs to change this should happen dynamically.
MAUS need also to be dependable. Dependability is an orthogonal issue that
depends on QoS attributes, like performance and all other -bilities. Dependability impacts all the software life cycle. In general dependability is an attribute for
software systems that operate in specific application domains. For MAUS, we
consider dependability in its original meaning as defined in [6], that is the trustworthiness of a computing system which allows reliance to be justifiably placed
on the service it delivers ... Dependability includes such attributes as reliability,
availability, safety, security. MAUS encompass any kind of software system that
can operate in the future ubiquitous infrastructure. The dependability requirement is therefore extended also to applications that traditionally have not this
requirement. Dependability in this case represents the user requirement that
states that the application must operate in the unknown world (i.e., out of a
confined execution environment) with the same level of reliance it has when
operating at home. At home means in the controlled execution environment
where there is complete knowledge of the system behavior and the context is
fixed. In the unknown world, the knowledge of the system is undermined by
the absence of knowledge on contexts, thus the dependability requirement arises
also for conventional applications. Traditionally, dependability is achieved with
a comprehensive approach all along the software life cycle from requirements to
operation to maintenance by analyzing models, testing code, monitor and repair
execution. Traditionally, SA is considered as the earliest comprehensive system
model along the software lifecycle built from requirements specification. It is
increasingly part of standardized software development processes because it represents a system abstraction in which design choices relevant to the correctness
of the final system are taken. This is particularly evident for dependability requirements like security and reliability, and quantitative ones like performance.
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As already said, for MAUS, the assumption that the system SA is known and
fixed at an early stage of the system development might imply that, in given
contexts, it is not possible to obtain a dependable application without changing the SA. Thus, the overall challenge, in assessing dependability for MAUS,
concerns the problem of making systems up by assembling available components
whose dependability can at most be assessed in terms of their assumptions on
the system context. In this setting, it is crucial to dynamically and efficiently
induce the SA by taking into consideration the respective assumptions of the
system components. The following section illustrates this challenge by means of
an example concerning the development of MAUS for the e-learning domain.

4

An e-learning scenario

In the scenario of MAUS, service mash-up and widget User Interfaces (UIs) represent technologies attempting to shift system composition activities, out of a
set of ready-to-use components and underlying composition mechanisms, from
static time to run time, and from the developer level to the end-user level. Thus,
they might be considered promising technologies to ease the consideration of
user-level dependability requirements during system composition. However, the
current limitation of these technologies is that, even though they provide higherlevel composition mechanisms (e.g., widget drag-and-drop), they do not allow
to deduce the “best possible” architectural configuration from dependability requirements. On the contrary, what currently happens is that the user chooses
the architectural configuration (i.e., the set of widgets and the way they have to
be connected) and then experiences the resulting “offered dependability”. Thus,
service mash-up and widget UIs are technologies still conceived to be used by
deducing system dependability properties from the system architectural configuration chosen/fixed a priori. Indeed, while keeping an high-level composition
mechanism, those technologies should (i) allow the user to specify the dependability requirements, and (ii) propose the composition that fulfills, as best as
possible, dependability and upkeep it despite possible context changes.
In the following, by considering widget UIs in an e-learning application context, we sketch two possible scenarios illustrating: (a) how an architectural configuration fixed a priori can imply a, possibly unexpected, problem and (b) how,
instead, a dependability requirement can induce the “best possible” architectural
configuration.
Marco is a student traveling from Italy to Canada. While on the train to the
airport, he wants to start an e-learning session through his stand-alone e-learning
client, as deployed upon registration to the e-learning service.
I Scenario (a): The e-learning client allows Marco to directly mash up
widgets to create lesson structure and add powerful online-test widgets, communication widgets (chat, forum and personal messages), content scheduling widgets, and activity tracking, announcements, content flows, cooperative content
building widgets.
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Fig. 1. e-learning scenario (a)

Foreground: Marco takes up his smartphone and connects, through his elearning client, to the e-learning service to get the latest available lesson of the
Computer Science course. Marco wishes to directly mash-up widgets to experience a fully featured lesson. Thus, acting with his smartphone, Marco drags
from the widget repository and drops into the e-learning client UI all the widgets
needed for providing video, audio and other multimedia content (Figure 1.(1)).
Unfortunately, while in the train, Marco realizes that slides are correctly shown
(by the slide displaying widget), but video and audio are stuttered and not synchronized with the current slide (Figure 1.(2)). Upon reaching the airport Marco
recharges his smartphone and he tries again to use the previously built widget
mash-up and he is surprised to be able to enjoy video, audio and other multimedia content of the fully featured version (Figure 1.(3)). As a result, Marco does
not trust the e-learning service and judges it as non-dependable since it is not
trustworthy as wished.
Behind the scenes: The system configuration (i.e., the widget components
mash-up) that Marco has directly built, requires a high level battery state-ofcharge and a fast connection speed to properly work. Unfortunately, considering
the current network condition, only a (low-speed) GPRS connection can be established and, hence, the built system is able to only display slides with stuttered
audio and video, and not synchronized video and audio. Upon reaching the airport, the system Marco is using relies on the same architectural configuration
but, since now the battery is fully charged and a fast WiFi network is in range,
the configuration is able to properly show video, reproduce audio and show other
multimedia content. This highlights that an architectural configuration chosen a
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priori might ensure a certain degree of dependability only under specific context
conditions and, hence, it is not suitable for an open environment.

Fig. 2. e-learning scenario (b)

I Scenario (b): The e-learning client allows Marco to specify dependability
requirements in terms of a notion of cost of the chosen solution depending on both
the network connection speed, i.e., throughput, and lesson content, i.e., size.
We recall that availability, as dependability attribute, can be expressed in terms
of performance indexed such as throughput. The client lets the e-learning service
to propose the widget components and their composition that represent the “best
possible” mash-up with respect to the specified cost, the current network context
(e.g., type of network in reach), and the execution environment context (e.g.,
battery state-of-charge). This scenario is inspired by the scenario presented in [8]
where we use the Chameleon framework [3,8] for implementing the e-learning
client and server components. This framework is fully implemented in Java [1,2]
and allows for developing context-aware applications that are adaptable to the
resources offered by the execution environment and network, and to some (a
priori specified) dependability requirements of the user.
Foreground: Marco takes up his smartphone and connects, through his elearning client, to the e-learning service to get the latest available lesson of the
Computer Science course. Since Marco wants to obtain a fully featured lesson, he
is willing to invest considerably in the process. When the e-learning client asks
for the cost by displaying a multiple-choice control with both high and low cost
options, he will opt for a high cost solution delivering the fully featured version
(Figure 2.(1)). After processing the choice, the e-learning service will inform
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Marco, via a pop-up message, that the fully featured lesson is not obtainable
since a high-speed connection cannot be established and his battery state-ofcharge is insufficient to support the energy demands for the duration of the fully
featured solution. As an alternative, the e-learning service proposes a low-cost
version of the lessons in which only slides will be provided. The system also
informs Marco that as soon the conditions exist, it will automatically switch to
the fully featured version. Marco accepts and, while in the train, only slides are
shown (Figure 2.(2)). Upon reaching the airport Marco recharges his smartphone
and, after awhile, he is able to enjoy video, audio and other multimedia content
of the fully featured version (Figure 2.(3)).
Behind the scenes: Initially, the e-learning client can only establish a (lowspeed) GPRS connection and, hence, gets (from the widget repository) the widget that is able only to display slides, i.e., the low-size lesson. In other words,
this widget guarantees slide displaying having a low speed connection as assumption. Indeed, the current architectural configuration of the e-learning client also
comprises a hidden (to Marco) widget that monitors the battery state-of-charge
and WiFi connection availability. Upon reaching the airport, the widget monitor detects that the battery is fully charged and a WiFi network is in range.
Thus, additional widgets (that have an high speed connection as assumption)
are selected (from the widget repository) and added to the current architectural
configuration for providing video, audio and other multimedia contents. This
allows Marco to enjoy a widget mash-up representing the fully featured lesson.
This means that the architectural configuration, initially proposed, evolved to
fully satisfy the specified dependability.
In order to give a more concrete flavour to the scenario it might be useful to briefly introduce the Chameleon framework and to see how it can be
regarded as a possible approach to be exploited for solving the issue of dynamically inducing the “best” possible architectural configuration from user-specified
dependability requirements.

Fig. 3. Two different SAs for the e-learning scenario’s client application
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Roughly, the approach offers a programming model [4] for adaptable
applications. The programming model provides developers with a set of agile
and user-friendly extensions to Java for easily specifying generic code in
a flexible and declarative way, while being close to the Java programming
language. The generic code consists of two parts, the core code and the
adaptable code, and allows for specifying both the invariant semantics and the
degree of variability of the application, respectively. Concretely, the adaptable
code provides developers with extended Java constructs to specify variability
in terms of adaptable classes that define adaptable method s, and alternative
classes that define them (see Figure 4). Then, an ad-hoc preprocessor resolves
variability by generating standard Java methods within standard Java classes
that, opportunely combined, make-up different application alternatives, i.e.,
different ways of implementing an adaptable application specification.
In the setting of the widget-based e-learning scenario here presented, the
e-learning client can be implemented as an adaptable midlet and different alternatives, i.e., different architectural configurations using/assembling different
widgets, are declaratively (i.e., implicitly without having the full knowledge of
all the possible architectural configurations) specified for it in terms of generic
code. Each alternative guarantees some dependability requirements according to
the specific context of use (i.e., the resources offered by the execution environment provided by the Marco’s device and the network condition). Furthermore,
each alternative represents a possible architectural configuration (different
from the others) given in terms of the widgets that are assembled and made
interoperable in order to implement the client application’s SA. For instance,
as it is shown in Figure 3, at a higher level, i.e., at the SA level, the client
application can be described by two different architectural configurations. One
configuration, see Figure 3.(a), is related to the SA that properly works with a
slow network connection, e.g., GPRS. The other configuration, see Figure 3.(b),
concerns the SA that properly works for a faster network connection, e.g.,
WiFi, and a good battery state-of-charge. Accordingly to this, at a lower level
(i.e., code level), as it is shown in Figure 4, the adaptable e-learningMidlet
has two alternatives, each one providing implementation for all the adaptable
methods. The GPRS alternative connects via GPRS and, considering the limited
speed of this connection, allows for streaming (via the getLesson method) the
lesson slides only, i.e., only the slides’ content given into a textual format
by means of the SlideContentWidget. The WiFi alternative connects via
WiFi and, exploiting the higher connection speed, allows for streaming the
high-quality video lesson with all its multimedia content (slides plus other
interactive multimedia objects) by means of an assembly of the three widgets:
SlideContentWidget, VideoStreamingWidget, and AudioStreamingWidget.
The programming model permits to specify Annotations that allows for
adding information about particular code instructions (see the keyword Annotation). They are specified at the generic code level by means of calls to the
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a d a p t a b l e p u b l i c c l a s s e−l e a r n i n g M i d l e t e x t e n d s M I D l e t
i m p l e m e n t s CommandListener {
/∗ l i f e −c y c l e management methods ∗/
...
/∗ CHAMELEON s p e c i f i c management methods ∗/
...
/∗ e−l e a r n i n g s p e c i f i c methods ∗/
adaptable void connect ( ) ;
adaptable void getLesson ( ) ;
...
}
a l t e r n a t i v e c l a s s GPRS a d a p t s e−l e a r n i n g M i d l e t {
Widget s l i d e C o n t e n t W i d g e t = W i d g e t F a c t o r y . g e t W i d g e t S t u b ( . . . ) ;
...
void connect () {
Annotation . s l s A n n o t a t i o n (” Cost ( low ) , F e a t u r e s ( l i m i t e d ) ” ) ;
connectViaGPRS ( ) ;
}
/∗ s t r e a m i n g o f t h e l e s s o n s l i d e s ∗/
void getLesson () {
...
// C a l l i n g S l i d e C o n t e n t W i d g e t i n t e r f a c e s
r e s u l t = (( SlideContentWidget ) slideContentWidget ) .
g e t T e x t L e v e l 7 ( userName , t e x t F i l e ) ;
...
contentField . setString ( result );
c l i e n t F o r m . append ( c o n t e n t F i e l d ) ;
...
}
}
a l t e r n a t i v e c l a s s WiFi a d a p t s e−l e a r n i n g M i d l e t {
Widget s l i d e C o n t e n t W i d g e t = W i d g e t F a c t o r y . g e t W i d g e t S t u b ( . . . ) ;
Widget v i d e o S t r e a m i n g W i d g e t = W i d g e t F a c t o r y . g e t W i d g e t S t u b ( . . . ) ;
Widget a u d i o S t r e a m i n g W i d g e t = W i d g e t F a c t o r y . g e t W i d g e t S t u b ( . . . ) ;
...
void connect () {
Annotation . s l s A n n o t a t i o n (” Cost ( high ) , F e a t u r e s ( f u l l ) ” ) ;
connectViaWiFi ( ) ;
}
/∗ s t r e a m i n g o f t h e v i d e o l e s s o n w i t h i t s m u l t i m e d i a c o n t e n t ∗/
void getLesson () {
Annotation . r e s o u r c e A n n o t a t i o n (” B a t t e r y ( high ) ” ) ;
...
// C a l l i n g S l i d e C o n t e n t W i d g e t , V i d e o S t r e a m i n g W i d g e t ,
// and A u d i o S t r e a m i n g W i d g e t i n t e r f a c e s
r e s u l t = (( SlideContentWidget ) slideContentWidget ) .
g e t I m a g e L e v e l 2 ( userName , i m a g e F i l e ) ;
int len = result . length ();
b y t e [ ] d a t a = new b y t e [ l e n ] ;
img = n u l l ;
d a t a = Base64 . d e c o d e ( r e s u l t ) ;
// C r e a t e an image from t h e raw d a t a
img = Image . c r e a t e I m a g e ( d at a , 0 , d a t a . l e n g t h ) ;
show ( img ) ;
...
VideoPlayer . I n i t i a l i z e ( clientForm ,
(( VideoStreamingWidget ) videoStreamingWidget ) .
g e t V i d e o S o u r c e ( userName , m p e g F i l e ) ) ;
AudioPlayer . I n i t i a l i z e ( clientForm ,
(( AudioStreamingWidget ) audioStreamingWidget ) .
g e t A u d i o S o u r c e ( userName , m p 3 F i l e ) ) ;
...
}
}

Fig. 4. An adaptable Midlet
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“do nothing” methods of the dedicated Annotation class. In this way, after preprocessing, annotations are encoded in the standard Java code through well
recognizable method calls to allow for easy processing. For instance, in Figure 4, the method call Annotation.slsAnnotation (”Cost(high), Features(full)”),
first line of the connect method in the WiFi alternative, specifies that the WiFi
connection, and hence the WiFi alternative, bears a high cost, but provides
a high quality e-learning lesson. On the other hand, the method call Annotation.resourceAnnotation (”Battery(high)”), first line of the getLesson method, demands for a high battery state-of-charge, since the streaming of the video lesson
along with its multimedia content calls for a considerable amount of energy to
be consumed
The scenario presented above clearly shows that for MAUS the architectural configuration cannot be assumed a priori (to assess dependability) but it
is dynamically induced. As it is shown above, this can be done by exploiting information about the single components and their context of use, and the wished
dependability.

5

Concluding remarks: is there a role for software
architectures?

In light of the above, future research directions should address the challenges
related to mobility and ubiquity by devising a dynamic composition process
(from user required dependability to system composition) for the endless openness of MAUS. The process, possibly supported by a middleware for ubiquitous
computing [5], has to sustain the dynamic connection of system components
“best suited” according to the user-specified dependability. Indeed, the open
and dynamic nature of MAUS makes requirements continuously evolve, especially regarding the context of use and the desired dependability. This calls for
an approach that enables seamless and continuous software composition and
adaptation. The dependability of the composed system can be then assessed in
terms of its components’ assumptions on the system context.
In this paper, by describing an e-learning scenario, we have shown that the
role of the SA is to provide the dynamic composition rules that dictate how
to compose (resp., reconfigure) the system in order to achieve (resp., keep) the
wished dependability, despite the context changes.
Last but not least, the assembling process of MAUS can be no longer assumed to be handled by IT experts only. Rather, end users should be able to
play an active role in the overall composition process, so that changes in requirements, as much as in context of use, can be adequately handled. In this
direction, the goal of the CHOReOS project1 (Large Scale Choreographies for
the Future Internet), we are involved in, is to address these challenges - in the
1

EU project CHOReOS No: 231167 of the Integrated Project (IP) programme within
the ICT theme of the Seventh Framework Programme for Research of the European
Commission. Call (part) identifier: FP7-ICT-2009-5. Start date: October 1st , 2010
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domain of Service Oriented Architectures - by devising a dynamic reuse-based
development process, and associated methods, tools and middleware, to sustain
the composition of services in the Future Internet and to move it closer to the end
users. This again stresses the required move from static assembling to dynamic
composition, effectively calling for adequate support for the dynamic reuse of
components/services according to the user-specified dependability.
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