Cyber Risk is one of the biggest challenges facing industry today.
Why?
1. It is an extremely expansive and complex problem.
2. It has potentially extreme / catastrophic consequences.
3. It is driven by rapidly evolving technology, vulnerabilities and threats.
Response and risk mitigation has typically come in the form of technology; system monitoring,
SEIM, encryption, IDS, IPS etc.
However, Cyber Risk Management is fundamentally a business not a technology issue rather
than a technology issue and operations and supply chain are right in the middle of it.
This presentation addresses:
1. The growing awareness at the board and C-Suite level and business and operational
challenges that accompany this awareness.
2. The challenges the “Average” company has to overcome to make real progress on their
Cyber Risk Management.
3. Recommendations to establish a foundation to develop an appropriate cyber risk
management within your organizational constraints.

The good news is Cyber security / Cyber threat is becoming recognized at the board and C-Suite
as a critical item and as a serious risk that really applies to them.
No wonder since the Target CEO and CIO wire fired and there was a motion to remove the
entire board in response to the breach.
The Law in the Boardroom Study is conducted by FTI Consulting annually. Yet when C-level
leaders are asked; 74% say their security activities are effective, 84% of CEO’s say they are
confident in their security programs and 78% of CISOs report confidence in their programs.
Finally, 80% of leaders say their security spending is in line with their business objectives. This is
in stark contrast to the PWC study “PWC Defending Yesterday, Key findings from The Global
State of Information Security® Survey 2014”. See the next slide.
The traditional reactive approach to information security strategy, which typically relegates
security to an IT challenge, remains commonplace. This is no longer effective, nor is it
defensible especially in light of evolving cyber threats and guidance and regulatory trends.
Organizations must treat information security threats as enterprise risk-management issues that
can critically threaten business objectives. Safeguarding all data at the highest level is no longer
realistic or even possible.

It is obvious that awareness of cyber security / cyber risk is growing , but here is confusion as to how to
deal with it.
PWC Defending Yesterday, Key findings from The Global State of Information Security® Survey 2014.
9600 C Suite respondents globally. 36% were from North America.
It is troubling that deeply fundamental issues such as the understanding and alignment of
security with future business needs and the efficacy of security strategies are among top
concerns. Respondents are also very likely to point to executive leadership, the CEO in
particular, as a top impediment to improved security.
And who or what do CEOs blame? Interestingly, chief executives overwhelmingly named
themselves as obstacle No. 1. CFOs, meanwhile, point to CEOs as the leading hindrance,
followed by the CIO, CISO, and CSO. Ask CISOs, the executives directly responsible for
information security, and they’ll put insufficient funding (both capital and operating) at the top
of the list, followed by a lack of in-house technical expertise. CIOs flag a lack of strategy and
vision, along with leadership of CEOs and security executives.

These sophisticated intruders are bypassing outdated perimeter defenses to perpetrate dynamic
attacks that are highly targeted and difficult to detect. Many use well-researched phishing
exploits that target top executives. Compounding matters, the attack surface—partners,
suppliers, customers, and others—has expanded as an ever-greater volume of data flows
through interconnected digital channels.
Overall, the average cost of intrusions on a per-incident basis is $531. (Figure 6) Respondents we
identified as leaders report the lowest cost per-incident, at an average of $421—no surprise
there. What we didn’t expect to see is that self-identified Front-runners spend is $635 per
incident—almost as much firefighters, those who are, by their own assessment, the least
prepared to run an effective security program. This calls into question the real-world efficacy of
Front-runners.

While Cyber Risk is an aspect of all facets of business life, the supply chain is squarely in the
cross-hairs.

Supply Chain practitioners have to embrace the latest technological and process trends to remain
competitive. Successful supply chain managers will know how to mitigate cyber risk increases while
adopting technology advancements.
The first two bullets address the tactical cyber risk realities.
The second two bullets more strategic and subtle cyber risks that are likely to chain the regulatory and
compliance exposure of the supply chain as well as the entire enterprise.
The growing recognition of broad based supply chain cyber risk is driving the development of
“Guidance” documents (e.g., Cyber Security Procurement Language for Energy Delivery Systems, NIST SP
800-161 Supply Chain Risk Management 5 Practices for Federal Information Systems and Organizations,
Trust Technology Provider Framework and ISO/IEC 27036 Information Security for Supplier
Relationships).
While these guidance documents are developed and intended for a specific target audience (e.g., Energy
distribution, US federal agencies, etc.), it should be anticipated that these documents will be used to
define best practices, which will become the foundation for legislation and regulation.
Audit and Liability Trends:
Prior to the guidance from the Division of Corporation Finance of the Securities and Exchange
Commission, there were no guidelines as to when a corporation should publicly disclose the loss of
confidential information or disruption to a system caused by a cyber incident even where the incident
caused financial losses. It was widely assumed that many companies did not report loss of confidential
information or a disruption to their computer system caused by a cyber incident for fear of damaging

their reputation with investors, customers, and their employees, and highlighting their vulnerabilities.
Now, however, corporations and their managers should aware of the guidelines from the SEC on the
disclosure of cyber incidents.
The Division of Corporation Finance of the SEC issued guidance to address the increased risks of
registrants associated with cyber security and cyber incidents. According to the guidance, federal
securities laws are intended, in part, to elicit “disclosure of timely, comprehensive, and accurate
information about risks and events that a reasonable investor would consider important to an
investment decision.” The SEC warned that “[a]lthough no existing disclosure requirement explicitly
refers to cyber security risks and cyber incidents, a number of disclosure requirements may impose an
obligation on registrants to disclose such risks and incidents” and that such material information is
required to be disclosed “when necessary in order to make other required disclosures, in light of the
circumstances under which they are made, not misleading.” The SEC stated, “as with other operational
and financial risks, registrants should review, on an ongoing basis, the adequacy of their disclosure
relating to cyber security risks and cyber incidents.”
Although the SEC guidance is not mandatory, the SEC is likely to make certain cyber incident reporting
requirements mandatory in the future and corporations should be ready to meet such requirements.
Even if no mandatory SEC reporting requirements are forthcoming, at the very least, the guidance
provides corporations with the opportunity and to ask internally whether they are doing enough to
secure their computer systems.
The failure to do so may lead to expensive cyber breaches and having to defend against expensive
shareholder lawsuits alleging the failure to take reasonable steps to protect their cyber infrastructure.

In keeping with the historical evolution of regulation and controls , the evolving “Guidance” documents
are based on current best practices and controls from current resources NIST, ISO etc. documents.
They assume a knowledgeable practitioner with an established baseline.
The challenge is that in the midst of these evolving developments many commercial organizations do
not have the practitioners (especially associated with supply chain) nor do they have candid
assessment and understanding of their baseline (see the first couple of slides).
It should be noted that audit and compliance frameworks are firming up in advance of many
commercial organization’s awareness or ability to respond, as seen in the following article.
In the long-awaited guidance on Foreign Corrupt Practices Act (“FCPA”) enforcement, the Department of
Justice (“DOJ”) and Securities and Exchange Commission (“SEC”) unexpectedly articulated the elements
of an effective corporate compliance program for detecting and preventing FCPA violations. The
guidance was welcomed because FCPA enforcement has been unrelenting with fines moving into the
stratosphere. The guidance forcefully provides that effective compliance programs must be tailored to
the risks associated with the business and regulators will give meaningful credit to companies that
implement risk-based programs. A similar message was conveyed by the Federal Energy Regulatory
Commission (“FERC”), which was recently reinforced in an order directing Barclays Bank PLC to show
cause why it should not be required to pay nearly a half-billion dollars in civil and other penalties for
alleged manipulation of electricity markets in and around California. A Resource Guide to the U.S.
Foreign Corrupt Practices Act (Nov. 14, 2012), available at <http://www.sec.gov/spotlight/fcpa/fcparesource-guide.pdf>.
Barclays Bank PLC et al., 141 FERC ¶ 61,084 (2012).

The DOJ, SEC, FERC and other regulatory bodies have articulated leniency standards for companies that
have implemented effective compliance procedures. Even if regulators do not have leniency programs,
the standards for effective compliance programs have become “best practices” in corporate America
because they enable a company to self-police its conduct by identifying, assessing and correcting
compliance problems before they are discovered by regulators.
Effective compliance programs are grounded on a company’s periodic assessment of risks. This premise
underpins the compliance standards delineated in the Federal Sentencing Guidelines, the recent
DOJ/SEC guidance and other federal regulatory guidelines. U.S. SENTENCING GUIDELINES MANUAL §
8B2.1(c) (2004).
The compliance program standards delineated in the Sentencing Guidelines have become the gold
standard for measuring the effectiveness of compliance programs. While these standards are not
mandatory, most organizations follow them because regulators (including the DOJ, SEC and FERC) use
them in making decisions about whether to prosecute a compliance violation or recommend leniency.
The standards have become “best practices” in corporate America because they enable organizations to
self-police their conduct by identifying, assessing, and correcting compliance problems before they are
discovered by regulators.
Further, the Sentencing Guidelines provide that a company’s failure to incorporate and follow applicable
industry compliance practices weigh against a finding of an effective compliance program. With that in
mind, companies should consider forming compliance best practices groups to share information on
industry compliance risks and best practices for achieving industry regulatory requirements.

Supply chain cyber risk is driven by technical threats and vulnerabilities that are generally beyond the
depth / capabilities of the supply chain manager.
The supply chain professional frequently defers or abdicates cyber risk concerns to the CIO or CISO. It is
interesting to note however that Enterprise Risk Management (which normally includes cyber risk
management) and Supply Chain Risk Management are managed separately. This reality enables cyber
risks associated with supply chain and supplier management to fall through the cracks.

Due to the depth, breadth, and technological half-life of the cyber environment, framing Supply Chain
Cyber Risk, is difficult for a tenured practitioner:
Establishing assumptions: Criticality, Threats, Vulnerabilities, Impact, Likelihood
Identifying constraints
Establishing risk tolerance
Establishing priorities
Identifying trade-offs

The risk position can change substantially depending on where your are in the larger supply chain and
who your suppliers are . The same holds true for your suppliers. Yet it is surprising that as more
organizations open their networks, applications, and data to third parties:




Only 20% say they evaluate more than once a year the security of third parties with which they
share data or network access. Indeed, 22% say they do not evaluate third parties at all, while
35% say they evaluate third parties once a year or less. Similarly, only 22% of respondents say
they conduct incident response planning with third-party supply chain partners, while 52%
never conduct incident-response planning for third party supply chains.
(24%) respondents say they will implement security standards for external partners, suppliers,
vendors, and customers.

Effectively framing the Supply Chain Cyber Risk requires the active participation and collaboration of
cross-functional leadership team that is operating from a common understanding of business and cyber
issues, objectives and drivers.

To help companies manage cyber risk, many organizations need help developing incident response plans
and internal controls, assessing networks for vulnerabilities, securing data, and evaluating cyber
insurance options.

A common leadership foundation is critical to ensure appropriate decisions and trades associated with
strategies, budgets, schedules and risk options.
Law in the boardroom survey found, “Significantly, board-level concern is often confounded by the fact
that the technology underlying cyber issues can be opaque to many executives, so an important part of
our role is to bridge this gap in understanding.”
A Pell Center study by Francesca Spidalieri about leadership in the cyber age found most of today’s
busi-ness leaders earned degrees in fields other than computer network security. Few understand what
cyberspace is, how networks physically work, and the connections between operational decisions and
the dangers that lurk within cyberspace.
Conversely, industry IT experts tend to be principally concerned with technical solutions to cybersecurity
problems. However, cybersecurity risk management requires not only IT experts with computer science,
elec-trical engineering and software secu-rity skills, but also professionals with an understanding of
business theory, organizational structure, behavioral psychology, ethics, international law and
enterprise risk management.

It is important to understand your real risk position. Reports frequently address what has been
accomplished which may not reflect changes in the organizations risk posture. While a full assessment is
optimum a quick pulse check of the right areas will likely provide sufficient insight to develop and
prioritize your strategy / response.
 Are the governance, processes and procedures in place and coordinated?
 Are the controls realistic and viable?
 Are these controls integrated with the supply chain?
Effective implementation of the bottom two layers of the pyramid addresses 80% of your risk exposure.
You probably have all of these thing in-place or available right now. The real questions are:
 Are they fully implemented?
 Are they coordinated?
 Are they used?
Among external risk factors, it’s important to note that some high profile threat actors—hackers, in
particular—do deliver on their risk potential. Consider this: 32% of survey respondents attribute security
incidents to hackers, an increase of 27% over last year. And what of high-publicity incidents such as
attacks by foreign nation-states that employ APTs to exfiltrate information? Survey respondents say
intrusions backed by foreign nation-states account for only 4% of detected incidents.
It’s not a big concern for many companies, Verizon included. “Worrying about advanced persistent
threats is, in some ways, like worrying about catching a cold while working in an anthrax factory,”
Mason says.
“PWC Defending Yesterday, Key findings from The Global State of Information Security® Survey
2014”

With 75% of companies reporting that they have experienced cyber compromise it is not a case of if but
when.
Response and remediation planning is critical. Virtually every organization significantly underestimates
the complexity, length and cost of cyber response and remediation.
Capability and capacity planning are significant considerations that are frequently underestimated and
improperly scoped.

Supplier cyber risk management is more difficult without appropriate contract language. Appropriate
contract terms clarify expectations, enable the development and communications of appropriate cost
considerations and provide a foundation and structure for recourse if necessary.

