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 Theft is Increasing.  

 FreightWatch recorded a total of 946 cargo 
theft incidents throughout the United States 
in 2012. While barely a 0.1% increase over the 
2011 total of 945, this is the highest number 
of theft incidents on record.   

 Deceptive/ fictious pickups and driver-
involved thefts are the largest growth areas.  





 Commodities are targeted. 











  Procedural Security 

  Checklist for due diligence and 
management buy in. 

 

 
               



 Designated security officer or employee 

 Visitor challenges, presentation of ID, logs. 

 Badges 

 Patrols 

 Gatehouse 

 Fencing 

 Lighting 

 Locks and keys 

 Segregated access and parking 





 



 Unescorted access to facilities and vessels 

 Maritime  Transportation Security Act 



 Background 
checks 

 Verification of 
work history 

 Security Threat 
Assessments 

 Security Training 

 Testing to 
evidence training 



 Control over data and documents 

 Maintain confidential data 

 ISO/IEC 27001:2013 



 Key issues: 

 Risk diminishes when the cargo is in air or 
ocean transit 

 Risk increases when the cargo leaves the 
ocean terminal or airport 

 Risk increases when transited by motor 
carrier 



  Unattended vehicles 

  Tractor disconnected from trailer 

  Driver involved theft  



 Driver security procedures 

 Qualify carriers: 
◦ http://www.carrier411.com  

◦ www.tianet.org  and 

◦ http://www.tiawatchdog.com 
 

 Track and trace carriers: 
◦ http://www.macropoint.com/3pls-and-brokers/ 
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 Key Issues: 
 Detached trailers stored in the yard 
 Unrestricted or shared access 
 Misplaced reliance on security guards 
 No alarm, video, fence or lighting 
 Trash, restrooms and break rooms 
 Separate employee/customer parking away 

from loading area 
 Caged/Security area for appropriate cargo 
 Identification cards issued to employees 
 No security plan in place 



 Weekend Theft 
 Warehouse employees 



 Use CBP Bonded Warehouse checklist: 
◦ http://nemo.cbp.gov/ot/bonded_warehouse.pdf   

 

 Cargo Cats 
◦  http://www.cargocats.us/security_3.htm  

  

 Warehouse Employee 
◦ http://crimeprevention.rutgers.edu/crime/emp_theft/warehou

ses/quiz2.htm  
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 Key Issues  

 Internet relationships 
◦ Internettruckstop.com 

◦ Getloaded.com 

◦ Loadpilot.com  



 Rouge property brokers 

 Theft of motor carrier related 
information/documents 

 Posting of attractive loads - high value and 
Friday pick-up 

 Last minute loading 



◦ Verify that the carrier has a DOT number and an MC 
number on file and is active with FMCSA. You can 
find this easily by going to: 
http://ai.fmcsa.dot.gov/sms/ and entering either 
number or by subscribing to one of several online 
services 

◦ Confirm telephone numbers with FMCSA and motor 
carrier websites 

◦ Confirm SAFER data – one trailer, type, etc. 

◦ Call and verify insurance information on ACCORD 
form 

◦ Get drive ID in advance and check ID of driver at 
time of tender 



 Errors and Omissions 

 Contingent Cargo 

 Combined Transport Legal Liability 

 Warehouse  

 Terminal  

 Bonds  



 www.cargonet.com/  

 www.cargocats.us/   

 www.chp.ca.gov/programs/ctip.html  

 www.wscta.com/   

 www.portoflosangeles.org/security/port_police.asp   

 www.fbi.gov/news/stories/2010/november/cargo_111210/cargo_11
1210   

 www.cbp.gov/border-security/ports-entry/cargo-security/c-tpat-
customs-trade-partnership-against-terrorism/apply/security-criteria   

 https://www.hsdl.org/?view&did=440581 

  www.uscg.mil 

 ww.ncric.org 

 www.freightwatchintl.com 

 www.nicb.org  
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Follow-up questions contact: 
 

Cameron Roberts  

Roberts & Kehagiaras LLP 

310-642-9800 ex. 7002 

www.tradeandcargo.com 
 

Or 

 

Sam Wadhwani 

Jeff Hall 

Transit Risk Management 

562-436-0900 

www.trmus.com  

 
 

http://www.tradeandcargo.com/
http://www.trmus.com/

